
June 2012

AK Position Paper

Position on the Green Paper 
Towards an integrated European market for 
card, internet and mobile payments 

www.akeuropa.eu 



www.akeuropa.eu  Position on the Green Paper. Towards an integrated European market for card, 
   internet and mobile payments              2

The Federal Chamber of Labour is 
by law representing the interests of 
about 3.2 million employees and 
consumers in Austria. It acts for the 
interests of its members in fields of 
social-, educational-, economical-, 
and consumer issues both on the 
national and on the EU-level in 
Brussels. Furthermore the Austrian 
Federal Chamber of Labour is a part 
of the Austrian social partnership.

The AK EUROPA office in Brussels 
was established in 1991 to bring 
forward the interests of all its 
members directly vis-à-vis the 
European Institutions.

Organisation and Tasks of the 
Austrian Federal Chamber of Labour

The Austrian Federal Chamber of 
Labour is the umbrella organisation of 
the nine regional Chambers of Labour 
in Austria, which have together the 
statutory mandate to represent the 
interests of their members.

The Chambers of Labour provide 
their members a broad range of 
services, including for instance 
advice on matters of labour law, 
consumer rights, social insurance and 
educational matters.

Herbert Tumpel
President

More than three quarters of the 2 
million member-consultations carried 
out each year concern labour-, social 
insurance- and insolvency law. 
Furthermore the Austrian Federal 
Chamber of Labour makes use of its 
vested right to state its opinion in the 
legislation process of the European 
Union and in Austria in order to shape 
the interests of the employees and 
consumers towards the legislator.

All Austrian employees are subject 
to compulsory membership. The 
member fee is determined by law 
and is amounting to 0.5% of the 
members‘ gross wages or salaries (up 
to the social security payroll tax cap 
maximum). 560.000 - amongst others 
unemployed, persons on maternity 
(paternity) leave, community- 
and military service - of the 3.2 
million members are exempt from 
subscription payment, but are entitled 
to all services provided by the Austrian 
Federal Chambers of Labour.

Werner Muhm
Director

About us
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The AK welcomes the fact that the 
Commission is looking into the grow-
ing segment of payment cards and 
has raised a series of questions on 
secure payments at the point-of-sale 
(POS) and on the Internet.

We share the view of the Commis-
sion that there is room for improve-
ment with respect to the transparen-
cy of charges. Many of the pro cesses 
and innovations addressed in the 
Green Paper disregard the immedi-
ate interests of consumers. We can-
not see how the co-badging project 
will bring any concrete benefits to 
consumers.

From the perspective of consumers, 
there is no reason why merchants 
(who accept cards for payment) 
should be given special leeway to 
set surcharges on certain forms of 
payment. Above all, cardholders 
should be able to be confident that 
fees and services are set in their 
credit card agreement and not lim-
ited or undermined by merchants 
(retailers, etc.) through restrictions - 
especially in the form of surcharges 
on certain payment methods.

The Commission has looked in great 
detail into multilateral interchange 
fees (MIF) and cites the “classic” 

business model for four-party card 
schemes, in which the interbank fees 
are paid by the merchant’s PSP (the 
acquiring PSP) to the cardholder’s PSP 
(the issuing PSP) for each card transac-
tion. 

Cardholders should be 
able to be confident 
that fees and services 
are set in their credit 
card agreement and 
not limited or under-
mined by merchants 
through restrictions.

Executive Summary
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MULTILATERAL INTERCHANGE FEES/
MIFS

Question 1: Under the same card 
scheme, MIFs can differ from one 
country to another, and for cross-
border payments. Can this create 
problems in an integrated market? 
Do you think that differing terms and 
conditions in the card markets in 
different Member States reflect ob-
jective structural differences in these 
markets? Do you think that the appli-
cation of different fees for domestic 
and cross-border payments could be 
objectively justified?

Multilateral interchange fees are not 
visible to credit card holders. Accord-
ing to the experience of Chamber of 
Labour, MIFs are neither discussed by 
merchants nor specifically mentioned 
in the general terms and conditions. 
As a result, MIFs are fees charged in a 

“black box”. 

Question 2: Is there a need to 
 increase legal clarity on interchange 
fees? If so, how and by what means 
do you think this could be achieved?

In the case of credit cards and other 
payment cards (such as ATM cards), 
there are several cost items that can 

be passed on to the cardholder for 
using the card. 

For example, when using a credit card 
for withdrawing cash at ATMs, there 
are charges set as a percentage of 
the withdrawn amount (3% in the 
 Eurozone, plus a handling fee of 1 to 
2% outside the Eurozone, depending 
on the credit card company), and at 
least very high minimum fees (in eu-
ros) between EUR 2.50 and EUR 4 (de-
pending on the credit card). There is an 
increased need for transparency in the 
case of transaction fees paid by card-
holders directly, as well as foreign cur-
rency conversion fees for transactions 
and credit card payments in non-Euro 
currencies, which are not transparent 
and have been the source of many 
complaints received by our Chamber 
of Labour advice service. 

According to a survey conducted by 
the Chamber of Labour, the interest 
for partial payments (i.e. payment in 
monthly instalments) is not only rela-
tively high (between 12.5% and 14% per 
annum), but also fixed and apparently 
not linked to the reference rate. The 
need for increased transparency ap-
plies to interest on partial payments as 
well. 

There is an increased 
need for transpar-
ency in the case of 
transaction fees paid 
by cardholders directly, 
as well as foreign cur-
rency conversion fees 
for transactions and 
credit card payments 
in non-Euro currencies, 
which are not trans-
parent and have been 
the source of many 
complaints received by 
our Chamber of Labour 
advice service. 

The AK position in detail
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Question 3: If you think that action 
on interchange fees is necessary, 
which issues should be covered 
and in which form? For example, 
lowering MIF levels, providing fee 
transparency and facilitating market 
access? Should three-party schemes 
be included? Should a distinction 
be drawn between consumer and 
 commercial cards?

Cardholders (of credit cards as well as 
debit cards) pay an annual fee, which 
can vary depending on the credit card 
and scope of services included. Ac-
cording to a survey conducted by the 
Vienna Chamber of Labour, annual 
fees ranged in 2011 between EUR 18.17 
(card without insurance protection) 
and EUR 500 (inclusive of 5 additional 
cards). In addition to the annual fee, 
there are additional charges (fees) for 
special services (collection fees, charg-
es for cash withdrawals, processing 
fees for transactions outside the Euro-
zone, blocking charges) not covered by 
the (flat) annual fee. 

The Vienna Chamber of Labour col-
lects data on the additional fees each 
year and publishes the results to pro-
vide a cost comparison at  www.arbe-
iterkammer.at. Apart from the consid-
erable charges for cash withdrawals 
at ATMs (at least between EUR 2.50 
and EUR 4.00), there is a noticeable 
difference in blocking charges applied, 
which at the time of the survey in May 
2011 ranged between EUR 17 and EUR 
40. If required, these fees are charged 
directly to cardholders, while the 

 interchange fees are not a visible price 
component for cardholders. 

The transparency of interchange fees 
may be useful for pricing and setting 
out contractual conditions for mer-
chants, banks and credit card compa-
nies, but does not benefit cardholders. 

CO-BADGING

Questions 6 and 7: What are the 
potential benefits and/or drawbacks 
of co-badging? Are there any poten-
tial restrictions to co-badging that are 
particularly problematic? If you can, 
please quantify the magnitude of 
the problem. Should restrictions on 
co-badging by existing schemes be 
addressed and, if so, in what form?

In its product policy, the Commission 
follows the co-badging approach, 
which means that different pay-
ment brands are combined on the 
same card or device. It is doubtful 
that it would be more useful for the 
cardholder if multiple brands were 
combined on the same card. It is not 
obvious from the idea of co-badging 
what the specifics should look like and 
whether cardholders will consider it an 
advantage to use one single card (but 
with multiple brands). 

In Austria, the unbundling efforts of 
the credit card market led in 2007 
to the two credit card market lead-

The transparency of 
interchange fees may 
be useful for pricing 
and setting out con-
tractual conditions 
for merchants, banks 
and credit card com-
panies, but does not 
benefit cardholders. 
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ers (Visa, Mastercard) expanding 
their respective product ranges and 
changing their company names. Both 
companies have since been offering 
the credit card (brand) of the main 
competitor and have thus become 
full-service credit card providers. The 
benefit of this supplier-side market 
trend for consumers is not clear, and 
according to the surveys conducted 
by the Chamber of Labour in previous 
years, it has resulted only occasionally 
in credit card price (fee) decreases. 
In contrast, some fees have become 
significantly higher (for example, the 
processing fee for transactions outside 
the Eurozone, reminder fees) and 
some annual fees have also increased. 
It has become even more difficult for 
consumers to associate a credit card 
brand with a particular credit card 
company. 

The numerous credit cards issued by 
various banks as sub-licensees have 
made the market less transparent. It 
has also become more difficult for 
cardholders to evaluate the “product 
packages” that include insurance, 
because the product range offered by 
the various credit card companies in 
 Austria has expanded considerably.

SEPARATING CARD SCHEMES AND 
CARD PAYMENT PROCESSING

The Commission sets some store by 
the separation of card schemes and 
card payment processing when it 
states that some card schemes have 

subsidiaries that process the trans-
actions and are in a position to im-
pose the use of these subsidiaries on 
scheme participants. 

However, from the perspective of card-
holders, card payment processing is 
only significant if there are obviously 
different billing periods (depending on 
the credit card) in which cardholders’ 
credit card payments to merchants 
are debited.

These billing periods - presumably of 
different durations - have concrete 
effects for cardholders. The later an 
invoice amount - paid using a credit 
card to the merchant - is debited from 
the current account of the cardholder 
after the monthly statement has been 
issued, the greater the crediting effect. 

A detailed breakdown of the billing 
period (length or number of days, start 
and end of the billing period) is usually 
not included in the general terms and 
conditions (GTC) of credit card compa-
nies. Instead, credit card companies 
advertise the crediting effect at best 
in very general terms with claims that 
the account will be debited “up to six 
weeks after payment”. An average 
cardholder is hardly in a position to 
verify such advertising promises. 

Therefore, it would be desirable if the 
cardholder had exact information (or 
if they had the option to receive such 
information under the general terms 

The benefit of this 
supplier-side market 
trend for consumers 
is not clear, and ac-
cording to the surveys 
conducted by the 
Chamber of Labour in 
previous years, it has 
resulted only occa-
sionally in credit card 
price (fee) decreases. 
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and conditions) as to which payments 
(made by credit card) will be debited 
in the next monthly statement and/
or in the subsequent billing period. It 
would be desirable if an exact break-
down were provided in the pre-con-
tractual information, or at least in the 
general terms and conditions (GTC). 
A consumer who chooses a credit 
card – as regards the billing period 

–  will go for a credit card that offers the 
best crediting aspect. This is because 
it makes a difference whether the in-
voice paid with a credit card is debited 
from the current account 20 days later, 
or (as advertised) “up to 42 days” later. 
Credit card holders should be made 
aware when exactly the monthly bill 
will be debited from the current ac-
count. Bearing in mind this debit date, 
it is easier for cardholders to control 
current account liquidity, which could 
lead to consider-able cost savings.

SEPA CREDIT CARDS

Question 12: What is your opinion 
on the content and market impact 
(products, prices, terms and condi-
tions) of the SEPA Card Framework 
(SCF)? 

Standardization efforts, especially 
security aspects, are of particular im-
portance to cardholders. In previous 
years, the Chamber of Labour advice 
centres have received a number of 
complaints from cardholders reporting 
card abuse (mainly when on holiday). 
A common grievance in the past was 

that cards were apparently “copied” 
and then misused in the holiday 
 destination. It cannot be the primary 
responsibility of the cardholder to 
ensure that credit card details are not 
copied. 

Question 13: Is there a need to give 
institutions other than banks access 
to information on the availability of 
funds in bank accounts, with the 
agreement of the customer, and if so 
what limits would need to be placed 
on such information? Should action 
by public authorities be considered, 
and if so, what aspects should it 
cover and what form should it take? 

Creditworthiness of the customer is 
checked as part of the credit card 
awarding process. Similarly, the card 
limit (for both credit and debit cards) 
is set depending on the customer’s 
credit score. It is, however, not clear 
why any institution other than the 
card-issuing company should have 
 access to information on the availabil-
ity of funds in bank accounts. 

TRANSPARENT AND COST-EFFECTIVE 
PRICING OF PAYMENT SERVICES FOR 
CONSUMERS, RETAILERS AND OTHER 
BUSINESSES

Question 15: Should merchants in-
form consumers about the fees they 
pay for the use of various payment 
instruments? Should payment ser-
vice providers be obliged to inform 

It would be desirable 
if an exact breakdown 
were provided in the 
pre-contractual infor-
mation, or at least in 
the general terms and 
conditions.
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consumers of the Merchant Service 
Charge (MSC) charged/the MIF in-
come received from customer trans-
actions? Is this information relevant 
for consumers and does it influence 
their payment choices? 

Consumers opt for (or against) a credit 
card on the basis of criteria such as 
its distribution (in a region), number of 
merchants, service and annual fees 
and the services included (such as 
insurance). The fees that the merchant 
is required to pay are based on the 
contract the merchant has with the 
credit card company.

A consumer who has entered into a 
credit card contract - mainly to use 
the card in return for a payment of an 
annual fee - should not, ideally, be 
concerned with (potential) surcharges 
or discounts that the merchant may 
set according to criteria that the con-
sumer cannot control or understand at 
the point of making the payment (at 
the point of sale). 

These pricing options would give mer-
chants too much leeway, which is not 
in the best interest of the consumers. 
Surcharges, discounts, or even the 
simple reference to expensive disagio 
rates pose a systematic risk that the 
actual benefits to the account holder 
arising from the credit card agreement 
of his choice - the unrestricted use of 
the payment cards in stores display-
ing the credit card emblems - will be 
 limited or slowly eroded. At the Cham-

ber of Labour advice service, we see a 
number of cardholders complaining 
about merchants refusing to accept 
credit card payments citing that the 
disagio fees are too high or the mini-
mum turnover threshold has not been 
reached, etc. 

The question also arises as to how 
detailed information on disagio rates 
provided by merchants could be of 
any value to the cardholder (con-
sumer). Rather, it can be assumed that, 
for example, the verbal information 
on a disagio for a credit card, “from 
0.22%, the fixed fee per transaction is 
EUR 0.14”, does not represent a suit-
able basis for making a decision for (or 
against) a particular payment card. 

The normally educated consumer 
will not find the information on credit 
card X “incurring rates from 1.43% 
plus € 0.10 per transaction” (Source: 
Disagio information from credit card 
companies, March 2012) useful, be-
cause  value-related percentages in 
combination with a minimum fee at 
the time of purchase or entering into 
a purchase agreement will not make 
any sense to him. At best, this infor-
mation can be useful for distance sell-
ing, if consumers have sufficient time 
to consider and evaluate the offered 
pricing information on specific pay-
ment methods. 

Question 17: Could changes in the 
card scheme and acquirer rules im-
prove transpar-ency and facilitate 

A consumer who has 
entered into a credit 
card contract should 
not be concerned with 
(potential) surcharges 
or discounts that the 
merchant may set ac-
cording to criteria that 
the consumer cannot 
control or understand 
at the point of making 
the payment.
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cost-effective pricing of payment 
services? Would such measures be 
effective on their own or would they 
require auxiliary measures? Would 
such changes require additional 
checks and balances or new meas-
ures concerning merchant-consumer 
relations, so that consumer rights 
are not affected? Should three-party 
schemes be included? Should a dis-
tinction be drawn between consumer 
and commercial cards? Are there 
specific requirements and implica-
tions for micro-payments?

Cardholders do not typically have any 
knowledge of the contracts between 
credit card issuers and merchants. 
From the perspective of the cardholder, 
it is important that consumers have le-
gal certainty with respect to their credit 
card agreement and are aware of the 
fees and interest charged directly to 
them.

Question 18: Do you agree that the 
use of common standards for card 
payments would be beneficial? 
What are the main loopholes, if any? 
Are there other specific aspects of 
card payments, other than the three 
mentioned here (A2I, T2A, certifica-
tion), which would benefit from more 
standardisation?

Standardisation requirements are 
necessary for credit card payments, 
particularly as regards the use of PINs 
(Personal Identification Numbers), as 
well as the need for signature or the 

entry of a special code in the case of 
distance selling. For cardholders, there 
is uncertainty as to which security 
standards will be required in different 
countries and regions. 

PAYMENT SECURITY

Question 25: Do you think that physi-
cal transactions, including those with 
EMV-compliant cards and proximity 
m-payments, are sufficiently secure? 
If not, what are the security loop-
holes and how could they be ad-
dressed?

We would like to refer to the recent 
OECD report on consumer protection 
for online and mobile payments (Com-
mittee on Consumer Policy DSTI/CP 
(2011)11/final dated 18/01/2012). In this 
respect, the particular challenges for 
the OECD include unfair billing, unfair 
business practices with deceptive or 
fraudulent intent, the protection of pri-
vacy, technical data security aspects, 
lack of interoperability, unclear rules 
regarding the rights and obligations of 
both contracting parties and the lack 
of dispute settlement mechanisms in 
case of conflict and insufficient educa-
tion of consumers allowing them to 
protect themselves as service users 
against fraud and security risks. 

With regard to the latter problem 
category, the OECD report draws at-
tention primarily to common problems 
in practice. Online and mobile pay-

From the perspective 
of the cardholder, it 
is important that con-
sumers have legal 
certainty with respect 
to their credit card 
agreement and are 
aware of the fees and 
interest charged di-
rectly to them.
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ments are carried out to an increasing 
extent by minors. As an example, the 
downloading of free apps with games 
targeted at children is cited, which en-
courages the purchase of paid apps.

Payment is often made via the mobile 
phone bill (WAP billing) or the credit 
card of the parents. Mobile phones 
that can be used to pay for trans-
actions without the need for cash are 
often lost or stolen. 

In its conclusion, the OECD paper 
shows that the problems that 
consumers  have when using 
electronic  means of payment for 
Internet transactions are extremely 
diverse. From AK’s perspective, the 
legal framework and the payment 
terms  offer the consumer less and 
less  security in the light of the develop-
ments in the e- and m-commerce ser-
vices,  because, among other reasons:

•	 the protection of minors is inade-
quate (no suitable age verification 
procedure, etc.)

•	 There is currently no effective con-
trol of abuse on the supply side, 
especially with respect to dis-
honest payees (Internet services, 
apps offers, WAP services, etc.). 
As a result of an increase in such 
providers who have fraudulent in-
tentions with respect to consumer 
purchases over the Internet, pre-
tend that a service is free when it 

is not, intentionally do not provide 
a service, etc. it is imperative to 
include special security elements 
in the payment process, which 
would at least make abuse more 
difficult.

•	 in the event of unfair or fraudulent 
conduct there is not enough clarity 
about the responsibility of the pay-
ment service providers (reversal 
duties; evaluation of the reliability 
of the payee, etc.)

•	 the mobile phone as a payment 
method is extremely risk-prone 
(abuse of mobile phones through 
access by unauthorized third 
parties in the case of theft, for 
example; lack of protection of the 
operating system of the mobile 
phone through filtering software 
and firewalls; settlement via the 
 mobile phone bill or mobile pay-
ment solutions (such as Paybox 
in  Austria) without basic security 
standards being implemented, 
such as payment authorisation 
using PIN codes, far too little 
awareness on the part of users 
that their mobile phone can be 
used as a payment instrument, 
etc.)

Question 26: Are additional secu-
rity requirements (e.g. two-factor 
 authentication or the use of secure 
payment protocols) required for 
remote payments (with cards, e-pay-
ments or m-payments)? If so, what 

The legal framework 
and the payment 
terms  offer the con-
sumer less and less 
 security in the light 
of the developments 
in the e- and m-
commerce ser vices, 
 because, among 
other reasons:



www.akeuropa.eu  Position on the Green Paper. Towards an integrated European market for card, 
   internet and mobile payments              11

specific approaches/technologies 
are most effective? 

Yes they are. With regard to the ques-
tion of whether two-factor authentica-
tion would represent a step forward, 
the AK has always pointed out that 
there are currently payment methods 
that are not protected from abuse 
by even a simple code. Payments via 
mobile phone bill, such as WAP billing, 
are rightly considered to be especially 
prone to abuse. The service provider 
identifies the user through a unique 
IP address that he then forwards to 
the mobile operator who collects the 
amount for the ordered service. The 
affected customer will often find out 
about a claim by a rogue provider only 
when he reviews his mobile phone bill. 

There is also a lack of transparency 
and state-of-the art security in the co-
operation between mobile operators 
and m-payment providers. When ac-
quiring a new mobile phone, Austrian 
mobile customers had the m-payment 
function “Paybox” automatically un-
locked without their knowledge. When 
the mobile phone was stolen it hap-
pened very often that the customer 
account was dishonestly debited, as 
payment transactions over the Internet 
could be made using a simple SMS or-
der. There was no minimum protection 
by using a PIN code - to make it more 
convenient for the user, according to 
the operators.

Against this background, it should 

be demanded that mobile payments 
are never automatically agreed as 
part of a mobile phone contract. Such 
functions may only be enabled at the 
express request of the customer.  The 
customer must be informed prior to 
releasing any material contractual 
details: Security aspects, sharing of 
responsibility in the case of abuse, 
service blocking options, maximum 
amount limits for daily and monthly 
usage, authorisation requirement for 
payment transactions, who stores 
which customer data in the service 
provider chain between mobile opera-
tors, payment service providers, pay-
ees, etc. 

The greater the risk the consumer is 
exposed to (concluding a payment 
service contract with unverified Inter-
net service providers, amount of pay-
ment transactions is not only limited to 
micro-payments, etc.), the more se-
curity measures should be demanded. 
Alternatively, the payment service 
can assume general responsibility for 
cases of abuse and initiate a refund 
following a cursory examination. 

Credit card issuers currently rely pri-
marily on rapid settlement of conflicts 
by issuing credits for Internet pay-
ments, and the majority do not require 
customer authorisation using a secu-
rity code and PIN (although there are 
some online retailers who already 
require this secure customer identifica-
tion).

There is also a lack 
of transparency and 
state-of-the art secu-
rity in the cooperation 
between mobile oper-
ators and m-payment 
providers.
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A decisive factor for consumers is also 
the careful handling of their loyalty 
cards. While the established banking 
institutions tend to observe privacy 
legislation, this is not the case with 
other payment service providers that 
are not subject to a rigorous certifica-
tion process in the country of establish-
ment or provide cross-border services 
from a third country. Their reliability 
and integrity in dealing with customer 
data may be questionable in many 
cases, so their access to consumer 
bank account data should be pre-
vented by law. Moreover, a certification 
of data applications (limitation to data 
absolutely necessary for the fulfilment 
of the contract, no disclosure to third 
parties, deletion routines, technical 
and organisational data security 
concepts, seamless logging of events) 
would be required, as would continu-
ous and effective monitoring of their 
business activity.

Question 27: Should payment secu-
rity be underpinned by a regulatory 
framework, potentially in connec-
tion with other digital authentication 
 initiatives? Which categories of mar-
ket actors should be subject to such a 
framework?

Yes, an additional specific legal frame-
work would be desirable. The gen-
eral provisions of the distance selling 
 legislation, E-Commerce Act and data 
protection legislation are not sufficient. 
Due to the multi-party relationships 
involved in service provision, the scope 
of personal data processed, the re-

cipients and the responsibility for safe 
data processing are urgently in need 
of regulation.

At present, in the case of electronic 
services, the interaction between 
payees, payment services, mobile 
operators, etc. is quite inconsistent 
and not transparent for the consumer, 
and liability is not clearly defined. This 
applies to the area of privacy protec-
tion (who fulfils which customer obliga-
tions with respect to the individual data 
applications), as well as the guarantee 
of data security (even in the case of 
an encrypted data transmission, who 
ensures that the same level of safety 
is maintained at the transfer interface, 
security problems as a result of an in-
ternational data transfer involving vari-
ous service providers in third countries 
without an adequate level of security, 
etc.), and also to cases of misuse (who 
investigates the incident, will be eligi-
ble for a free credit, etc.).

Question 28: What are the most 
appropriate mechanisms to ensure 
the protection of personal data and 
compliance with the legal and tech-
nical requirements laid down by EU 
law?

Any data application used by a pay-
ment service should be subject to a 
prior check by the competent regis-
tration authority, which may impose 
restrictions. 

An additional spe-
cific legal framework 
would be desirable. 
The general provisions 
of the distance selling 
 legislation, E-Com-
merce Act and data 
protection legislation 
are not sufficient.
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In accordance with the Data Protection 
Directive 95/46/EC or the proposed 
Data Protection Regulation, custom-
ers must be informed about the data 
types used, their purpose, recipients, 
time of deletion, etc. prior to using the 
payment services. The information that 
is currently provided tends to be very 
poor, calling for more stringent indus-
try supervision.

The payment service provider should 
be required - in line with the approach 
taken by the proposed Data Protection 
Regulation - to conduct a risk assess-
ment as regards how this data might 
be misused within the company and 
externally (data manipulation through 
hacking attacks, abuse by unscrupu-
lous payees, etc.) and submit it to data 
protection supervisory authorities prior 
to commencing operations. Providers 
within the EU should be urged to ob-
tain EuroPriSe - the European Privacy 
Seal. The use of service providers from 
third countries without an adequate 
level of security should not be permit-
ted even if standard contract terms on 
data security have been agreed.

The payment service 
provider should be 
required to conduct 
a risk assessment as 
regards how this data 
might be misused 
within the company 
and externally and 
submit it to data pro-
tection supervisory 
authorities prior to 
commencing opera-
tions.
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Should you have any further questions 
please do not hesitate to contact 

Mr Christian Prantner
Tel: +43-(0)1-50165/2511 
e-mail: christian.prantner@akwien.at

Mrs Daniela Zimmer
Tel: +43-(0)1-50165/2722
e-mail: daniela.zimmer@akwien.at

as well as 

Mr Frank Ey
Tel: 0032/2/2306254
e-mail: frank.ey@akeuropa.eu 
at our AK office in Brussels.
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Avenue de Cortenbergh, 30
B-1040 Brussels, Belgium 
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