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Digital fairness for consumers
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Background

e AK calls for fair treatment of internet users,
transparency, respect and self-determination.
That requires measures including the following:

* An EU law on digital fairness for consumers to
complement the Digital Services Act and Digital
Markets Act.

® Protective provisions for consumers in addition
to the GDPR, the Al Act, the Data Act, European
Health Data Space etc.

e Avoidance of a legal "parallel universe" for
consumers.

* Departure from the model of the "informed
consumer", as trust can be abused particularly
easily in the data economy.

¢ Digital sovereignty: "right to offline use" instead of

‘compulsory online use" means being able to use
the core functions of a product offline, if desired
— as far as technically possible.

Ban on personalised prices

Protection against personalised and
manipulative advertising: "don't Track" should
apply generally, regardless of age, and be
explained in the simplest possible way.

Regulation of influencers: there is a need for
clearly visible labeling of online advertising and
measures to protect children and young people.

Biometrics: the human body must not be a key
for consumer transactions. Among other things,
there needs to be a ban on trading in biometric
data and consumers need to have rights to
choose

No delay in regulating liability in relation to Al.

The digital world is gaining more and more power
through the use of algorithms and artificial intelligence,
while the position of consumers is becoming increasing-
ly weak.

"Take it or leave it" is often the motto of online providers.
Those who go along with that have their behaviour moni-
tored and attempts are made to influence how they act.

In the last EU legislative period, numerous EU legal acts
were adopted in relation to the digital sector. However,
there are gaps from a consumer protection perspective.

The European Commission is currently conducting

an evaluation (fitness check) on the digital fairness of
consumer law. DIRECTIVE 2005/29/EC on unfair com-
mercial practices, DIRECTIVE 2011/83/EU on consumer
rights and DIRECTIVE 93/13/EEC on unfair contract
terms are being evaluated to determine whether they
ensure an adequate level of protection in the digital
environment.

The digital fairness fitness check offers the opportunity
to turn powerless consumers into self-determined ac-
tors in the digital world. In view of the massive deficits
that currently exist, AK believes that far-reaching amend-
ments to the existing legislation are necessary.
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The Austrian Federal Chamber of Labour (AK) is

the legal body which represents the interests of
approximately 4 million employees and consumers

in Austria. It represents its members on all social,
educational, economic and consumer policy-related
issues at a national level and in Brussels at an EU level.
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Reasons and arguments

Departure from the model of the "informed
consumer"”

The assumption that consumers act in a sovereign
manner when detailed information is available to them
is outdated. Trust may easily be abused and behaviour
may readily be manipulated in the digital economy.

Even the best-informed consumers can fall into

the trap of dubious online investment fraudsters

in the hope of making a profit. Complex products
and services and the interests of players along the
digital value chain (such as advertising networks) are
almost impossible to grasp. It is therefore often not
possible for consumers to make sovereign decisions
with regard to application and misuse options, data
protection, technical default settings, interoperability,
security requirements etc.

Al is capable of exploiting human vulnerabilities.

The Al Regulation fails to acknowledge this reality.
For example, Art. 5 prohibits Al systems that aim to
materially distort behaviour if the person is vulnerable
due to age, disability or a specific social or economic
situation and significant psychological or physical
harm is likely to result. AK considers that digital
fairness means that no one should be manipulated.
Protective provisions must not be restricted to
particularly vulnerable groups. The model of the
vulnerable consumer must replace the model of

the average (informed, reasonable and careful etc.)
consumer in legislation and case law.

Lack of protective provisions for
consumers

Protective provisions for consumers are lacking in the
digital world in many areas, including in connection
with algorithmic decisions (Art. 22 GDPR), artificial
intelligence (Al Regulation) and Al liability, as well as
data flows between public bodies, companies and
data trustees (Data Governance Act), data access in
the Internet of Things (Data Act), the secondary use
of health data (EHDS), confidentiality and privacy in
internet and telephone communications (ePrivacy
Regulation) and proof of identity for consumers
(elDAS). Two specific problem areas are discussed
below.

Regulating influencers and online advertising

Influencers are the stars of social media. Children
become their fans from as early as primary school
age and emulate them. It is difficult for children to see
through the fact that carefully considered business
models — based above all on wide-ranging forms

of advertising — lie behind the performances of
influencers.

Editorial content can hardly be distinguished from
advertising. AK calls for visible labelling of advertising
and an EU monitoring body for influencers to ensure
the protection of minors. A general advertising ban
should be imposed on alcohol and unhealthy foods in
larger quantities. Product placements must be given
shorter air time. A new directive could set out general
principles for all online media and forms of advertising
and should include a ban on disruptive advertising,
advertising with gambling elements (loot boxes in
games) and exploitation of the urge to play (such as
in-app advertising in games).

The DSA prohibits personalised advertising if it

is directed at minors. However, digital fairness

should go further: "do not track" should apply to all
consumers and be complied with by all online players.
Cookie management systems are not used by most
consumers due to the time it takes to change the
settings. Simple ways are needed for internet users to
express the wish not to be subjected to profiling and
personalised advertising.

Prohibit personalised prices

Behavioural profiling and Al enable tailoring of prices
to individual consumers. Thanks to the Modernisation
Directive, companies are required to indicate that they
use personalised prices. However, those affected only
know that the price has been tailored to their profile or
situation and that there is a risk of disadvantage. The
rights to access information under Art. 22 GDPR do not
help here. Information is only provided after the fact,
and often only following time-consuming complaints
procedures. That means consumers lose their
awareness for the "normal price" or reference price and
have a sense of arbitrariness and powerlessness. AK
therefore calls for a ban on entirely personalised prices.
In the case of target group-specific prices (minimum
group size), consumers need to know the range of
possible prices in advance and recognise why they
belong to a particular price category.
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