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Executive summary

As early as 2014 a study of the Austrian Chamber
of Labour (Kommerzielle digitale Überwachung
von KonsumentInnen im Alltag (Commercial digital
surveillance of consumers in their daily lives), by Wolfie
Christl - Cracked Labs Institut für kritische digitale Kultur)
warned of the (un)foreseeable consequences of the
Internet of Things (IoT) for the privacy of users. E-book
readers and networked TV sets send data on user
behaviour to companies, fitness wristbands measure
the pulse and supply health data to third parties, remote
controls in smart homes preheat the oven and monitoring
boxes in cars transmit driving behaviour to insurance
companies, which make the amount of premium
payments dependent on the measured data. The
European Commission estimates that in 2020 over 50
million IoT devices were in operation worldwide. However,
there is no legal framework in sight that would offer
con-sumers appropriate protection against the risks from
networked devices.
Items integrated into the Internet allow companies to take
an even deeper look into our lives, including the creation
of personality profiles or predictions about future
behaviour. This development raises numerous (and the
General Data Protection Regulation notwithstanding),
unclarified questions on privacy. A strategic tug-of-war
at EU level started long ago around two open questions:
When do the operating data of networked devices have a
personal reference and who actually owns them?
At present, consumers run the risk that their right of
self-determination over their data or their rights of
ownership of purchased smart products are not
respected properly. Without strong intervention via
consumer policy, many of the open questions on data
protection, data security, but also fair contracts are likely
to be answered, without due regard for consumers, and in
the interest of manufacturers.

The need for action
Overall, a glaring imbalance regarding information and
contracts can be seen in the legal positions between the
vendors involved in IoT and their customers. The supply
side
• uses contractual and technical means to analyse
personal customer data and operating data and
exploit them commercially,
• assumes little responsibility (to ensure quality
levels, liability in the event of damage, warranties
for defects) for IoT-immanent risks (software
failures, hacking attacks, data breaches, etc.) and
in addition seldom invests sufficiently in
preventive security,
• weakens consumers’ position because ownership
rights deriving from a purchase and relating to
individual components are undermined with
increasing frequency and replaced with simple
rights of use under copyright.
The main demands of the Austrian Chamber of
Labour
•
•
•
•
•
•

•
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Consumers must still be able to make their own
decisions about what to do with the product they
have purchased in every respect
own all integrated software components and
have an unlimited right of self-determination
concerning all data generated by the purchased
product
be able to decide freely about whether and to
whom they make those data available
be able to choose their repair shops and service
providers freely in every respect, they must not be
forced to accept tie-in contracts
and be confident that the manufacturer or seller
will not cite liability or warranty disclaimers if the
consumer takes the device to a repair shop of
his/her choice or does not make available all the
data that has been generated
Consumers should have options: products must
have IoT functions that can be deactivated.
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The AK’s position

a non-OEM part or repairing it yourself can result
in the electronics recognising this and preventing
the motor from being started. John Deere justifies
this step with its intellectual property rights. The
company stipulates that only an official repair
shop can be used. Independent repair shops and
farmers are not allowed access to OEM parts or
the software.

1. Why should consumers study
the consequences of the Internet of
Things in detail?
The first security glitches, violations of privacy, and
a significant imbalance in power in the formulation
of contracts show that networking of daily objects
should be treated with caution by consumers.
•

Data protection risks: In 2017 smart dolls were
distributed on the Austrian market. Their voice
recognition function not only gave charming
algorithm-driven answers to children’s questions
but was also able to listen in on the children’s
other conversations and transfer them to US
servers (“Cayla the spy doll” in the Standard on
9.9.2017).

•

Data security risks: Car on-board computers
connected to the Internet cause problems for
consumers and these are likely to become more
prevalent in the future if no protective measures
are taken. According to security researchers,
the infotainment systems in some cars (e.g.
UConnect from Fiat Chrysler) have critical weak
spots which hackers can tap into and operate the
car completely remotely (“Hacker steuern Jeep
Cherokee fern” (Hackers operate Cherokee jeep
by remote control) Heise.de). BMW’s on-board
system (ConnectedDrive) also found itself in the
headlines when security experts commissioned by
the German Automobile Association ADAC were
able to open the door locks without authorisation
using remote control.

•

Contractual risks: The US tractor manufacturer
John Deere is trying to deny its customers
ownership of their machines. Via commercial
clauses and the route through the courts they
want to dissuade users from repairing their
state-of-the-art tractors, and above all from
reprogramming them. The customers´ option
to decide about a repair is difficult for strongly
software-based products, in contrast to repairing
mechanical parts. Replacing a broken part with
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However, the battle for property or comprehensive
utilisation rights of networked devices has long
extended beyond agricultural machinery. Mass
products such as smart phones are also affected.
Consumers acquire the product but are only given a
limited use licence for the software. Whoever modifies
the operating software of their mobile (Jailbreak), for
example, in order to make their iPhone compatible
with other programs, bypasses technical protection
mechanisms and hence violates the end user licence
agreement. In that case vendors will refuse support
and reject warranty claims.
•

Over-the-top” surveillance: Every point of contact
with smart devices leaves traces of personal data
which can end up in comprehensive utilisation and
location profiles. The trend towards monitoring
consumers’ daily actions and everyday business,
which began with tracking PC and mobile users,
has reached a new dimension with IoT. Interfaces
with the Internet, where consumer behaviour can
be observed, stored, evaluated and transferred to
third parties, are increasing and give a uniquely
exact picture of what we do, don’t do, think, who
we are incontact with, and much more.

•

No end of security risks: In the race to bring
innovative devices faster to the market than the
competitors, very badly designed networked
devices find their way into households.
Furthermore, it is accepted that, due to the
system, software can be thoroughly tested, but
can practically never be completely error-free.
Security updates bear witness to this situation.
What consumers can be expected to put up
with or not in terms of development risks, a lack
of readiness for market, and a lack of security
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(e.g. software “as in a service” in a cloud
computing environment, traffic data for navigation
systems, or training plans for smart watches). It is
irrelevant whether digital content or services are
provided by the vendor or by a third party.

measures against malware, data breaches, and
hacking attacks, is at best at the discussion stage.
Even the EU Directive on sales of goods, adopted
in March 2019, changes little in this respect. There
is a danger that consumers will be used as “guinea
pigs” by products that are unsafe from a technical
or data protection point of view.
•

User licence instead of ownership, contract
of sale versus copyright: Consumers pay a
“purchase price” and believe this makes them
owners of the product and all its components.
However, this often only applies to the outside,
for example the casing of a networked TV or the
bodywork of a vehicle. The interior is dominated
by software and is subject to retention of title
by the vendor. The intended use of the device is
regulated by licences. What users can or cannot
do with them is regulated unilaterally by the
vendors to their benefit and via technical barriers
(digital rights management systems). This results
in the following dependencies:

-

In some cases consumers are severely limited
in their decisions on how to use the device and
cannot, for example, repair devices themselves (or
have them repaired), lend, sell or modify them.

-

Online vendors utilise partially proprietary (closed)
hardware and software systems in order to bind
users to them for lack of an alternative.

-

Vendors do not offer consumers guarantees that
the technology used will be available throughout
the life cycle of the product. This means that
safeguards against the premature, complete
devaluation of devices do not exist.

-

Consumers come under pressure to agree to
unwanted software modifications. Otherwise they
run the risk of owning a device that is no longer
usable offline.

2. The role of the EU
The EU Directive on the sale of goods adopted in
March 2019 does not offer the hoped-for protection:
•

The inclusion of IoT in its scope of application:
Goods covered by the Directive include those
which contain “digital elements”. A good also
includes all digital content/services contained
in these goods (e.g. operating systems, other
software) or are connected with the good in such
a way that the goods cannot fulfil their function
without these digital content/services
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On the negative side, the following is to be
noted: This complicated definition is intended to
separate the areas of application of the Directive
for the sale of goods and the closely related
Directive on digital content from each other. It
does so unsatisfactorily, in the opinion of AK,
because many questions remain open. Which
directive covers the entertainment or emergency
call systems in a smart car? Essentially they
are “contained” in the car in the sense of the
above definition or are “connected” more or less
closely with the car and its functions. However,
one recital (Recital 16) indicates that it is also a
question of whether the digital elements are part
of the contract for the car or are part of a service
contract that is concluded separately (in the latter
case the IoT applications fall under the Directive
on digital content). This means that vendors would
decide which law should be applied simply by
choosing one of the two types of contract.
•

Warrantable features of IoT.
Goods with digital elements only comply with their
contractual condition when they (in addition to
contractual warranties) also offer certain objective
qualities, including that “functionality, compatibility
and safety must correspond to what is usual for
goods of the same type and what the consumer
can reasonably expect in particular based on
advertising or the label”. A very positive aspect is
that for IoT objects the law assumes (a reversal
of the burden of proof) that infringements of
contract that occur within two years were present
on delivery (in the case of continuing provision this
applies for the whole duration).
On the negative side, the following is to be
noted: This approach could actually be the core
for consumer protection regarding IoT. However,
these vague criteria will be of little help in practice.
A sector where it is “usual” to provide only modest
security for devices against data breaches and
hacking attacks does not offer an example of best
practices in accordance with the state-of-the-art
technology available, which consumers can use
as orientation in the event of a complaint and on
the base of which they can demand compliance
with standards. And what can consumers
“reasonably expect” if a sector denies them certain
“functionalities” and “compatibilities” for IoT (which
are taken for granted for traditional goods)?
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•

Updates. Sellers of goods with digital elements
should ensure that the consumers are informed
and receive “updates, including security updates,
in order to ensure that goods with digital elements
remain in conformity”. However, the question of
“how long?”, which is so decisive in practical terms
is answered by the Directive in extremely vague
terms: For a period of time that the consumer
can reasonably expect to receive updates (when
the digital content/service is “supplied by a single
act of supply). For agreed ongoing contractual
obligations a minimum period of two years is
determined or applied to the length of the agreed
duration of the contract. If a consumer fails to
install updates, the seller is on principle not liable
for any resuling infringement of contract.
On the negative side, the following is to be
noted: Consumers will only learn what they may
expect from the vendors from
product-specific court decisions. Providers of
contracts for the performance of a continuing
obligation can bypass longer periods than two
years by presenting the consumer with a basic
contract and additional contracts. In this way the
longer contract periods could be uncoupled from
the responsibility to provide updates. Ultimately,
consumers may only expect to be granted
updates for the limited period of two years.

3. Examples of consumer risk
3.1. From a driver-assistance system to
autopilot - networked vehicles
Many driver-assistance systems already monitor
people when they are driving. However, drivers
become extremely transparent when they switch
to driverless cars. Car electronics and how they are
networked with the environment are becoming a
factor in advertising and sales. Map data to calculate
routes and the state of traffic are downloaded,
sensor data on the condition of the car are
generated, smart phones are incorporated, data on
driving characteristics are stored. Soon data will
be exchanged with other vehicles, with insurance
companies, breakdown services, or garages. Exact
movement profiles, which reveal much about your
lifestyle, can be created.

operating hours of vehicle lights, how often, how,
and where the drive battery was charged (charging
the drive battery in electric cars can be prevented
via a wireless connection at Renault. The German
automobile club ADAC suspects that this could
prevent further use if leasing payments are not made).
The last 100 parking positions can be read out at
BMW: If the mobile phone is coupled with BWM´s
software, contact and call data are synchronised with
the vehicle and can be retrieved by the manufacturer.
The higher the level of automation, the more data
with and without personal references are needed
by the car. It is hard to find a legitimate purpose
for some types of data, for example when it is a
question of creating a profile of the user or monitoring
whereabouts. But vehicle data can also be used to
indicate a person’s individual manner of driving. When
these data are in conflict with low-risk use, they could
be read by insurance companies to the disadvantage
of the consumer.
Currently, manufacturers are (still) offering separate
contracts - one to purchase the vehicle and another
to book access and utilisation of additional services
(entertainment, route planner, etc.). Every owner can
still decide freely whether they want to accept the
additional services because the drive function is
independent of this. There is the risk that sooner or
later many functions could possibly only be acquired
as a complete package. For car manufacturers are
seeing their expected sales from car production
dwindle and are shifting their efforts to tie customers
to them through services based on the payment of a
subscription. Apple’s commercially successful, closed
ecosystem is a prime example. In the
worst-case scenario, customers will in the future
be firmly tied to one manufacturer, from the
breakdown service through insurance and assistance
for (partially) automated driving systems to car
maintenance.
(AK study: https://www.arbeiterkammer.at/service/
studien/konsument/Vernetzte_Automobile.html)
3.2. Online coercion and personal data breaches in
games

Previously, only serious incidents could be retrieved
from the fault memory when repairing a car in the
garage, but now enormous amounts of data are
collected. The colleted data are status data (engine
data, liquid levels), the current location (every two
minutes for Mercedes), excessive revs or temperature,

With the advent of IoT in children’s toys, monitoring
practices have made their way to the nurseries. Before
starting to try out computer games, small children
had their first experience with commercial violations
of confidentiality with the doll Cayla, who was “almost
like a real friend” according to the product´s website.
Children’s conversations could be transferred to the
US manufacturer through a Bluetooth connection,
microphone, and speech recognition. Problems
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which are related to online games for older children:
hidden recording of children’s playing habits and
lack of transparency about the recipient of the data
or the purpose for use of the data. Furthermore,
consumers are being cheated out of their freedom of
choice: many games have to be played online, even
when the game is played by one person alone and
an internet connection is not required. This pressure
to always be online is likely to increase for many IoT
products. Without a right to be offline that is expressly
incorporated, consumers will only have the choice of
take it or leave it.
(AK study: Online-Spiele: Spione im Kinderzimmer)
3.3. Smart Home
The smart home is one of the IoT areas with great
potential. Providers are promising a reduced workload
and more security. The current aims of development
are simple, intuitive operation of devices and
services for consumers without any special technical
knowledge, combined with comfort or safety functions
for house and home. Early adopters can purchase
access, surveillance, and locking systems (such as
programmable blinds, lighting or heating, remote
controlled security systems, consumer electronics and
household appliances with an internet connection).
However, it is assistance systems which help the aged
lead independent lives or in the event of a health issue
that cover a readily understandable need.
3.4. Smart meters
Smart meters are gradually replacing
electromechanical electrical meters. In 2020 at least
80 per cent of private households in Austria were
supposed to have one. The conversion was driven
forward at the national and EU level, not least by the
argument of it being a necessary part of the energy
transition. It is claimed that providers can be switched
on and off faster and there is a possibility to introduce
flexible tariffs according to the time of day. Moreover,
energy consumption can be optimised through remote
control activation, and deactivation so that networked
devices are automatically activated when electricity
costs are low. However, the impact of the influence
of IoT on fridges and washing machines tends to be
modest when we consider that heating and hot water
are the systems that use most energy. In contrast, the
concern of consumers about surveillance of their daily
lives by intelligent meters is significantly greater. The
meters carry out measurements at 15 minute intervals
and transfer the data once a month from the network
operator to the electricity supplier. This makes it
possible to make inferences about the presence of
people in the household and their activities (Are they
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eating or sleeping right now? Even the TV programme
they are watching can be deduced - see the study
by University of Applied Sciences, Münster ), which
has identified the following parties interested in data:
the advertising industry - for targeted advertising,
insurance companies - in order to test whether
devices were switched off when leaving the house,
surveillance during a dispute between partners and
civil or criminal prosecution (Landlord: is someone
living in the flat? Are more people living in the flat than
should be? Battles for custody of children: are
children being left alone? Criminal prosecution
agencies: checking alibis, etc.). The deactivation
function of meters is also a cause for concern. The
energy supply can be switched on and off not only
when a contract is signed or terminated or if the
customer defaults on payment. Unauthorised third
parties could also turn off the supply. The possible
consequences of a hacking attack are described in the
novel “Blackout” by Marc Elsberg published in 2012.
3.5. Fitness trackers
If we ignore the apparently indispensable smart
phones for the moment, consumers have for the
first time accepted IoT through wearables (above all
smart watches and fitness trackers) on a collective
basis to fit in with their lifestyle. Trackers measure the
wearer’s pulse and steps. The Apple Watch integrated
with Apple Pay is the same as a contactless means
of payment with biometric safety features (fingerprint,
face scan). Sensors collect data on fitness and health
and evaluate them (time, GPS distance measuring,
step counter, sleep analysis, calorie counter, heart
rate, and pulse measurement). These sensitive data
(together with the registration data of the users such
as age, sex, height, weight) are stored in the cloud,
which is not necessarily completely secure.

4. Demands in relation to IoT
•

The ePrivacy Directive no longer reflects
consumers’ current need for protection against
the surveillance of their behaviour in the Internet.
Its replacement threatens consumers with a
lowering of the level of data protection. Internet
or media companies and the online advertising
industry are fighting with all their might against
better standards of protection which hinder spying
on internet users’ behaviour using cookies and
other means.

•

Renunciation of the fiction of “numbers with data”:
It is still completely open whether and under what
circumstances the operating data of IoT devices
will be subject to the protection of the GDPR. The
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decisive question of when a personal reference
can be made must first be clarified. In the
meantime, some IoT manufacturers and software
suppliers are already taking up position with their
anti-consumer attitude: In their opinion, operating
data belong to the manufacturing industry and
can be sold and licensed as other copyrighted
works.
•

Product Liability Directive: Product liability law
dates back to an EU directive (85/374 EC) that
is over 30 years old and makes high demands
on aggrieved consumers: they have to be able
to prove to a given manufacturer that the latter
has committed an error. Product liability law
applies to “moveables”, not to services. A software
malfunction in a device which causes damage
might still be considered a product defect. Solely
web-based services (e.g. cloud applications)
are not covered. Moreover, the framework is
correspondingly unsuited to provide acceptable
answers to complex questions of liability on
IoT. An expert opinion compiled on behalf of the
German consumers’ association VZBV points
out the need for it to be adapted (https://www.
vzbv.de/meldung/produkthaftung-digitaleherausforderungen-anpassen).

Consumers must be better protected against loss or
harm caused by software vulnerabilities. The scope
of application of product liability must be extended to
cover not only the device, but also related software
and digital services that are not directly embedded
in the physical product. It must be made clear that
software preinstalled on a data medium as well as
software that is installed on a device via subsequent
online transmission is covered by the scope of
application of product liability law.
The Product Liability Directive must be applied when
IoT devices are error-free on delivery but cause
damage after software updates or through remote
control.
Consumers are out of their depth when asked to
provide proof of security vulnerabilities and the
causality for the cause of damage. The burden
of proof must be alleviated so that claims can be
asserted also in the case of IoT. The burden of proof
should be on the supply side if the device is used in
the proper manner. The supply side should have to
disprove that a product error (and a causal connection
between error and damage) caused the damage.
The excess of up to 500 euros to be borne by
consumers is, in view of the risks immanent to IoT,
no longer appropriate in today’s world. The simple
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protection against (physical) damage to people and
things is also outdated. Immaterial damage resulting
from the invasion of personal privacy and damage
to non-physical things (e.g. data loss) should be
compensated by the vendors.
With a view to the risk of vendors going bankrupt,
they should prove to consumers that they have
the obligatory product liability insurance. Several
vendors in networked systems should be liable jointly
and severally as long as an error cannot be clearly
assigned to one vendor.
4.1. IoT safety
•

Safety must be anchored in the product and be
safeguarded technically with regard to networking
via secure interfaces (safety by design).

•

Safety must not be an optional auxiliary service
that consumers must purchase in addition.

•

Dangers that are the result of software processes
that are largely invisible to consumers in the case
of automation and networked systems must be
controlled by the manufacturer and the software
suppliers.

•

As long as there are no mandatory standards on
IT safety, unclear liability situations must not exist
at the expense of aggrieved consumers. The EU
consumers’ association BEUC points out that
many IoT devices lack elementary safety
features, such as up-to-date end-to-end encoding,
two factor authentication, or at least password
protection.

•

National regulatory authorities which can, if
necessary, remove dangerous products from the
market quickly must be created.

4.2. Ownership
With the expansion of networked objects new
business models are being created. Instead of a
traditional purchase with full transfer of ownership,
there is the growing trend to grant simple rights of
utilisation. The acquisition can be non-recurring, an
ongoing obligation paid for by a subscription, with
money or data. The business models are inspired
by the copyright licences from works protected by
copyright.
Networked products have a strong service
component. The usual expectations of consumers
regarding ownership of purchased things (physical
or digitally retrievable, immaterial) are often not met.
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A purchase with transfer of ownership is replaced by
the right of use which the vendor can formulate at his
discretion. The Sales of Goods Directive, for example,
only makes (objective) demands on a networked
device for very few rights, for example warranty.
There is need for the legislator to take action against
the growing imbalance in rights and duties of the
contractual partners.
Owners can normally exclude others from accessing
their property. The owners of copyright, in contrast,
can more easily look over a licensee’s shoulder and
prevent the free use of works using internet-specific
surveillance methods. Consumers are then not in a
position to decide for themselves how, how long and
how anonymously they want to use something, who
they lend something to or sell on to. They are subject
to greater checks and prohibitions when they modify
the object, repair it themselves, or have it repaired.
The role of the consumer as owner must therefore be
strengthened.
4.3. Protection of privacy
A lack of ownership rights is prejudicial to the privacy
of users. With the shift in the type of contract towards
simple licences for use, vendors are procuring access
to the devices for very unconvincing reasons: in
addition to the provision of the service and updates
that are important for the system, the prevention
of fraud, the improvement of services, data access
to finance advertising, the sale to third parties of
anonymised data for market research purposes,
etc., are counted among the reasons for monitoring.
If the position of owners is strengthened vis-à-vis
proprietary rights, access to networked things can be
more easily warded off.
The imbalance in power on the question of “data
sovereignty” becomes very visible with data produced
from IoT devices. “Who do the operating data
of a networked device belong to?” the European
Commission asked during the consultations on the
“free flow of data in the Single Market”). Only a limited
set of answers was offered (from manufacturers,
software suppliers, etc.). It was significant that the
consumer was not an option. Therefore, it is a matter
of urgency that consumers are recognised in this
discussion as stakeholders on an equal footing.
For many future business models the raw material is
device data which does not (or does) have a personal
reference, according to experts. A legal safeguard
is required to define when data can be considered
to have been anonymised reliably. Furthermore,
consumers should have a legal right to decide whether
data which are no longer needed for their original
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purpose may continue to be used in an anonymised
manner or if they must be deleted physically.
In the future it will be a matter of completely different
dimensions of the invasion of privacy and behavioural
control. Consumers can be monitored at any time
via technology, encouraged to make purchases, and
manipulated. Computers are starting to understand
emotions (“affective technologies” https://www.
uni-siegen.de/fokos/start/fokos_materialien/2017-01_
wissen_computer_die_gefuehle_verstehen_-_digital.
pdf).
In the worst-case scenario IoT vendors will copy
the business models of Google and Facebook: the
services offered cost less or ostensibly nothing if
consumers pay with their consent to their data being
sold on. The legality of coupling the “free” acquisition
of a service with consent to the commercial
exploitation of the utilisation profile has not yet been
decided definitively. Since fundamental rights are
inalienable, strict limits should be set for this exchange
at least.
4.4. The shift away from the failed concept of the
informed consumer
Many consumers would be challenged beyond their
capabilities if they had to make an informed choice
regarding IoT. Systemic pitfalls regarding data
protection, copyright, internet criminality, product
safety, are not recognised by many or not
recognised in time. Also the disinformation, deplored
today, created by excessive product information and
contractual conditions, could be heading for a new
record.
An example: The website of Google-Nest (smart
home applications) lists the following information
under “Legal Items”: Privacy Policy for Nest Web Sites,
Privacy Statement for Nest Products and Services,
Terms of Service, End User License
Agreement, Limited Warranty, Open Source
Compliance, Sales Terms (US version and special
version for EU countries), Intellectual Property and
Other Notices, Community Forum Agreement,
FCC Compliance Notice, Customer Agreements
for Rush Hour Rewards, Customer Agreements for
Rebates, Customer Agreements for Safety Rewards,
Transparency Report.
It may be disputed that consumers behave differently
vis-à-vis IoT small print than in the case of traditional
goods: taking no notice of the contents and confirming
with a click that they have noted the contents.
The maxim of consumer policy of the last decades,
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that consumers become informed people who are in
control if they have access to detailed information, is
outdated. The legislator should perform its function of
the duty of care better in cases of taking advantage,
manipulation, deception. This could include: more
powerful data protection agencies, prosecution under
unfair competition laws of the abuse of a dominant
market position for the improper use of data, etc..
4.3. Improved rules for updates
Updates are, without doubt, a decisive feature of digital
networked products. Updates, with their program
corrections, bug fixing, adjustments to ensure
compatibility with other programs, defence against
malware, etc., actually support the reliable provision of
services. However, many updates also or exclusively
pursue other purposes: expanded functions or more
limited functions are introduced, the surface design
is changed, etc. Consumers are often not able to
recognise how far system safety will be increased with
their consent to an update, or if system access will
bring changes with it, including possibly unwanted or
prejudicial changes.
Comprehensible information on the scope and
purpose of updates is an essential prerequisite for
consumers to be able to make their own decision
on whether they want to carry out an update. The
mandatory obligation to provide information on
updates would be an important contribution towards
ensuring that consumers neither ignore updates to
ensure security nor authorise unwanted changes
simply because they are not informed and are unsure
of the consequences.
Many consumers share the wish that after an update
(that is not relevant for security) - if the consumer
does not like the new status - they can restore the
status from before the last update.
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