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Revision of the e-Commerce Directive - Future Digital 
Services Act 

 

Dear Ms. Executive Vice-President Margrethe Vestager, 

Safeguarding and further development of the sector-specific level of consumer protection is of  particular 

concern to the Austrian Federal Chamber of Labour (BAK). We are particularly committed to ensuring 

that the consumers’ need for up-to-date protection against a lack of transparency, deception, 

cheating and fraud on the internet is adequately taken into account. We are therefore taking the 

preparations for the revision of Directive 2000/31/EC, with the aim of creating a new Digital Services 

Act, as an opportunity to ask you for your support in the following matters: 
 

Transparency of rankings on all platforms 

This already exists:  

There are transparency regulations for rankings (their parameters and weighting) for so-called online 

marketplaces which are used to process online purchases (Revision of the Directive 2005/29 EC on 

unfair commercial practices) and search engines (Regulation (EU) 2019/1150 on promoting fairness 

and transparency for business users of online intermediation services).  

What is missing:  

There is no remedy for non-transparent, algorithmic ranking of content in the case of platforms that 

provide (media) content that is user-generated or provided by third parties in the broadest sense. 

No matter whether YouTube, Facebook, Alexa or Netflix and many more – for users, it is not clear which 

rules define how content is transmitted.  

Especially for news-relevant content (such as news feeds), which is a main source of information for  

many consumers; one can expect clarity on the factors used in rankings. To use transparency as a 

means against manipulation of opinions is also extremely important in terms of democratic policy. It also 

requires fairness towards conventional media providers who disclose their editorial policies.  
 

Finally ensure a uniform level of regulation for online advertising 

This already exists:  

The e-Commerce Directive contains some principles concerning advertising borrowed from classical 

media law. The respect of these principles continues to be of fundamental importance for consumers. 

However, they are far from sufficient to provide up-to-date protection against manipulation, harassment 

and deception. The Directive requires information society services to identify commercial 

communications in accordance with the principle of separation between advertising and editorial 

content. The client behind the advertising must also be clearly identifiable. Finally, Member States must 

offer Robinson lists to consumers who do not wish to receive advertising. This measure is correct and 

important in its approach, but in practice it has remained practically a dead letter. 

More detailed advertising regulations exist for audio-visual media providers only (AVMSD Directive (EU) 

2018/1808). With the latest revision of the Directive, platforms such as YouTube will be included in the 

scope. Platforms that do not contain predominantly audio-visual content are not covered. 
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What is missing: 

The above-mentioned advertising principles (labelling, separation, disclosure of the client, compliance 

with a centrally managed general opt-out on advertising) are systematically violated, given that there is 

an almost complete lack of effective control and tangible sanctions. Consumers are not just exposed to 

a lack of transparency, manipulation, harassment and illegal advertising content. Traditional media that 

adhere to advertising rules are grossly disadvantaged by unfair online advertising forms or content. 

Strict supervision and sanctions against infringements must therefore be an important cornerstone 

when revising the Directive. 

In order to truly do justice to the right of self-determination of Internet users, the Robinson list for e-

mail advertising would have to become a real “stop tracking” tool for every form of online 

advertising. A centrally administered opt-out possibility can currently only be set up for unsolicited mail 

advertising – however, other directives prohibit spam anyway and unsolicited mail advertising is subject 

to an opt-in condition (consumer consent) in many Member States. Anyone who does not appreciate 

online advertising generally, and sees it as a nuisance, currently has no reasonable means of expressing 

this attitude simply and effectively. Intermediaries from the online advertising industry earn money from 

forced advertising. However, in the case of Internet users who are not advertising affine, it completely 

misses the objectives of the clients.  

Currently, consumers have to struggle with every service and in an unacceptable manner with endless 

declarations, difficult settings and enormous deficits in data protection and media law.  

Those who do not want their digital traces to be tracked across the Internet for advertising purposes in 

order to create individual behavioural profiles and transmit the corresponding advertising should be able 

to register in a central list. All online services that target their offers to the country of residence of the 

persons registered on the list must respect their wishes. 

Moreover, it is high time for a uniform, strict level of regulation for online advertising, regardless of 

the sites where the advertising is played. So far there are only a few detailed rules for advertising in 

audio-visual media. Consumers do not care which website or app they visit. Their need is always the 

same: to be protected from advertising that is non-transparent, aggressive or harmful to health, the 

environment, youth, etc.  

Since advertising for dubious or fraudulent services is starting to dominate, it is essential to clarify 

responsibilities in the chain of advertising service providers and platforms. Since platforms are 

involved in the marketing practices of online advertising through the behavioural profiles of their users 

and a share in advertising revenues, they should be required to assume greater responsibility with 

regard to illegal advertising. They should provide tools to clearly identify advertisements and their 

clients, which advertisers must be obliged to use. They should also be required to carry out prior 

automated checks on advertising for obvious illegal activities (e.g. fake shops, prohibited goods – 

especially pirated goods, data theft and distribution of malware, etc.). In contrast to other content, there 

is hardly any risk that automated filters will violate information and personal rights protected as 

fundamental rights.  

Other websites with third-party advertising (such as affiliate marketing) must at least establish a 

complaints mechanism to ensure that information about advertising violations reaches the advertising 

intermediaries behind it quickly.  

The online advertising industry that places advertising on websites is liable for the rapid 

establishment of a lawful state (modification or ban of incriminated advertising). 

Supervision and sanctions must be designed to eliminate the glaring systematic deficits in 

enforcement. 
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Consumers should also benefit from the protection of the Platform to 
Business Regulation 

This already exists:  

The EU regulation only protects third-party providers in online marketplaces from a lack of transparency 

and discrimination.  

What is missing:  

Numerous protective standards are also useful for consumers: e.g. disclosure of reasons for blocking 

on platforms for private ratings, with user-generated content or commentary function (Art 3/1c and Art 

4). The explanation of the effects of differentiated treatment of own goods and those of competitors 

(Art 7) must also be disclosed to consumers. The type and scope of data access by the intermediary 

service and third-party providers (Art 9) should also be explained to consumers by the platform in a 

comprehensible manner. Currently there are considerable deficits, e.g. in the app stores or third-party 

applications, for language assistants such as Alexa or Siri, which only refer to the privacy statements of 

the respective developers. Platforms contractually oblige developers to comply with laws anyway, 

including those relating to data protection and data security. They should inform consumers of which 

customer data the platform and developers share and which contractual obligations they control and 

how. In case of violations, the platform shall be jointly liable with the developer. 
 

Ensure net neutrality at platform level 

This already exists:  

Internet operators are obliged to respect network neutrality (Telecoms Single Market Reg. (EU) 

2015/2120). Net neutrality means that, in principle, all data is treated equally when transmitted within 

networks. Videos and e-mails are transported through the network to the user at the same speed as 

websites, Internet phone calls and online banking. Net neutrality also means that offers from a particular 

company are not given preferential treatment, i.e. that only one particular video service is transmitted at 

an accelerated rate.  

What is missing:  

Platforms with gatekeeper function also need the obligation to comply with the principle of net 

neutrality. A supervisory authority must monitor platforms’ compliance. For example, it is necessary to 

control the rules by which content delivery platforms play out content or language assistants react to 

commands. The aim should be to ensure transparency, freedom of choice and diversity for consumers. 
 

Fight against cybercrime on platforms 

What is missing:  

Cybercrime on platforms (data and identity theft, fake shops, prepayment fraud, etc.) is growing rapidly. 

This leads to a considerable loss of confidence on the part of consumers with regard to the safe use of 

online services in general. In cooperation with the criminal authorities responsible for combating 

cybercrime, rules of conduct should be developed for platforms that effectively protect consumers from 

harm.  

These include the mandatory introduction of a European company register for online providers. 

However, it is also essential that platform providers are required to  

▪ clarify the identity of commercial third-party vendors on the basis of the company register.  
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▪ take out insurance to compensate consumers if untrustworthy third-party providers cannot be 

called to account via the platform or otherwise evade their responsibility.  

▪ prevent reported illegal offers from reappearing, with sanctions being imposed otherwise.  

▪ investigate without delay cases of fraud reported by consumers. 
 

Retain graded liability of internet operators 

This already exists:  

The maxim of not imposing general, blanket obligations of prior checking on Internet access and hosting 

providers in cases affecting fundamental rights must be retained (Art. 15 of the e-Commerce Directive). 

When weighing up the pros and cons of preventive filtering measures, concerns about associated 

restrictions on fundamental rights and freedoms according to the ECHR far outweigh any potential 

restrictions. The scope of application for “proactive measures” (essentially algorithmic control), such as 

those contained in the Regulation on combating terrorist online content, should under no circumstances 

be extended by further specific derogations of Art. 15. 
 

Detailed rules for “Notice and Takedown” 

This already exists:  

The e-commerce Directive already contains a so-called “Notice and Takedown” procedure. Internet 

operators can benefit from an exemption from liability if they remove or block access to information as 

quickly as possible once they become aware of its illegal nature. The rules apply to any kind of illegal or 

unlawful content. However, service providers do not act as internet police here – they must not be forced 

to carry out general, active monitoring of all content. “Notice and Action” mechanisms have a direct 

impact on freedom of expression. Currently, access and host operators have to decide when and how 

content is removed from the network. They often have to make a decision between competing rights 

and interests. Since companies cannot replace courts in this matter, “privatised law enforcement” must 

be rejected. 

What is missing: 

Platforms that refuse to delete content quickly can be held liable for such content. Therefore they tend 

to delete too much rather than too little under pressure. The danger of “overblocking” platforms becomes 

apparent with the implementation of the Copyright Directive. The German Network Enforcement Act, 

which is intended to prevent incitement to hatred and fake content, is also caught between the conflicting 

priorities of faster law enforcement and safeguarding freedom of opinion. In any case, careful 

clarification in conformity with fundamental rights requires the decision-making authority of independent 

bodies. It is essential to lay down criteria for the composition of the bodies that are to decide on blocking 

and erasure. This is to ensure that it is not the platforms themselves that decide, but rather to guarantee 

independence, expertise, annual reporting obligations and supervision by a state body. 

 

We hope that our suggestions will be given due consideration and we remain at your disposal for any 

further information. 

 

Renate Anderl       Christoph Klein 

President       Director 


