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By 25 may 2020, the eU Commission will submit 
a report to the eU Parliament and Council on the 
assessment and review of the gDPR (art 97 gDPR). 
if necessary, it will propose amendments to the 
Regulation. in doing so, it will take into account 
technical developments that have occurred in the 
interim. From the consumers and workers perspective, 
improvement is necessary to make sure that the 
fundamental right to data protection will really be 
given the status that it deserves.

The gDPR has brought some improvements for 
consumers and workers (e.g. stricter requirements for 
consent, involvement of responsible parties from third 
countries, and dissuasive sanctions). Overall, however, 
the legal position of consumers and workers has not 
improved significantly and many of the concerns of 
consumers and workers respectively described in this 
position paper have still not been met in practice. We 
see the reasons for this in enforcement deficits, but 
above all in the inadequacies of the gDPR itself. 

in point 1, we describe the initial situation: The 
gDPR does not adequately resolve the conflicts of 
interest between the central data protection needs 
of consumers or workers and trends in the data 
economy.

in point 2, we deal with practical problems in the 
application of the gDPR in the daily lives of consumers 
and workers. 

in point 3 we propose concrete changes in the 
Regulation.
  
in point 4, we summarise our experience with 
obstacles to legal enforcement. 

in point 5 improvements are proposed.

Finally, in point 6, we refer to trends such as the 
internet of Things and the use of algorithms, whose 
challenges for data protection remain largely unsolved 
despite the gDPR.

Executive summary
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1. Starting Point

Prohibition subject to authorisation under the EU 
Charter of Human Rights

according to article 8 of the eU Charter of 
Fundamental Rights, everyone has the right to the 
privacy of his or her data, provided there is an interest 
worthy of protection. Restrictions to the right are only 
permissible to protect the predominant legitimate 
interests of another. even then, however, only the most 
minimal form of interference with fundamental rights 
is allowed. in practice, however, the fundamental right 
often does not receive the status it deserves.

Our assessment standard

a 2015 eurobarometer survey identified the following 
key consumer concerns: 92% of respondents 
wanted data protection to take precedence over 
economic interests. among people interviewed in the 
eurobarometer survey, 78% thought online providers 
had far too much customer data and 73% always 
wanted to be asked for their explicit consent to use the 
data.

Does the GDPR fulfil the hopes of the overwhelming 
majority of consumers?

are consumers currently making more self-
determined decisions about their data? Was the 
request by two thirds of the interviewees – to always 
be asked for their consent – complied with? market 
development in the last five years is moving in the 
direction of a data economy that requires more and 
more data for more and more purposes. There is 
therefore a strong argument against the fact that the 
situation for consumers has improved significantly.

EU-wide promotion of data-driven economy

Politics, business and research are currently setting 
the course for the transition to a data-driven economy 
and unlocking the economic potential of data within 
the eU (see inter alia the White Paper on artificial 

intelligence COm (2020) 65 or the Communications 
COm (2020) 66 on a european Data economy, or 
COm (2018) 283 On the road to automated mobility). 
This refers to data with and without personal 
reference and data from which personal reference 
has been removed, and which have thus been 
anonymised. Regarding the latter category, experts 
admit that algorithms can trace back almost any 
anonymisation through progressive machine learning. 
in other words: Consumers become re-identifiable. 
There is no legal regulation as to when exactly data is 
considered to be non-traceably anonymised.

“Making more data available”…

…is the motto. The european way is “to channel the 
exchange and wide use of data while maintaining 
high standards of data protection, security and 
ethics”. The development towards a data economy 
is opposed by the principle of data minimisation for 
personally identifiable or unreliably anonymised data. 
The need of artificial intelligence for more and more 
training data for the search for unknown patterns 
and correlations is also often not compatible with the 
dictates of purpose limitation and privacy by design 
or default. The prospect is held out of a “both, and” of 
data economy and fundamental rights that is often 
not redeemable in reality. 

What is needed is an honest confession that 
sometimes there is only an “either or” option: Scientific 
and commercial exploitation of large pools of data 
for indeterminate purposes or a high level of data 
protection.

The AK’s position
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2.  Practical problems in the 
application of the GDPR in the 
daily life

Deficiencies in everyday consumer life:  
Based on many requests for advice we know:

• Consumers are confronted with excessive 
and meaningless data protection and privacy 
statements.

• They are plagued by confusing technical data 
protection settings that do not comply with the 
right to self-determination.

• They struggle with imprecise answers and doubt 
about whether the answers are correct and 
complete when asking for information. 

• Providers increasingly justify themselves with 
the fact that data processing does not require 
consent because it takes place in the – difficult 
to verify – predominant legitimate interest of the 
company or third parties. 

• The legal basis for (predominant) legitimate 
interests in the use of data puts consumers at 
a structural disadvantage. although the burden 
of proof lies with the data user, it is they who 
must prove in practice that their confidentiality 
interests prevail. an agreement with the data user 
is completely unrealistic. This would mean that 
consumers would have to ask data protection 
authorities or courts to weigh the interests in each 
individual case. in view of the expense involved, 
rights remain unused and illegality continues to 
dominate day-to-day business. 

• They are denied insight into algorithmic 
decision-making processes on the grounds 
that the decision is not “exclusively” but “only” 
partially automated or the assessment is not 
associated with legal or “significantly” detrimental 
consequences for the consumer. Consumers thus 
continue to complain about a lack of transparency 
with regard to the use of algorithms that does not 
inspire confidence.

• Data are stored for years. Consumers (or data 
protection authorities) are often unable to 
estimate the appropriate time frame in individual 
cases. They have no insight into operational 
procedures. How long data are “required” is often 
a value judgement and not objectively determined.   

• The exact recipients of their data are hardly ever 
known, but rather only the “recipient circles”, 
because companies derive an option from the 
gDPR.

• information about the origin of the data is almost 
never given, because companies only have to 
provide “available” information and information is 
therefore practically never available.

• Their requests for physical deletion of their data 
cannot be enforced. in the absence of a clear 
legal claim, they often have to be satisfied with 
anonymisation of their data. Whether and how 
reliable anonymisation is, and if so, how effective 
it is, triggers justified mistrust among consumers.

• They can never rely on the fact that, in the 
absence of standards and evidence for 
compliance, traceability of anonymised data to 
their person is impossible.

• They can rarely rely on alleged deletion, due to a 
lack of evidence available to them.  

• They are often deterred from exercising their right 
of access by identification requirements, e.g. 
when they must identify themselves to dubious 
internet providers.

• They must identify themselves as information 
seekers, even in cases where the data user 
has not clarified their identity during online 
registration.

  
• They often do not agree with the passing on of 

data (e.g. location data) for scientific purposes 
in a form pseudonymised or anonymised for the 
user. They lack a right of consent and are annoyed 
if they are only granted the right of withdrawal or 
if they are confronted with overriding predominant 
legitimate interests.

• algorithmic decisions on the creditworthiness 
and payment default probabilities of consumers 
are made, without the massive encroachment of 
fundamental rights being limited to cases with 
high default risks (loans, payment by instalments).  
even the smallest online transactions with credit 
card payment are now being evaluated.

• The applicability of the gDPR is refuted if a 
consumer is assigned to a statistical group 
with specific characteristics and the attributes 
of the group are not directly assigned to his or 
her person. Statistical allocation to a particular 
behavioural group can also put consumers at a 
considerable disadvantage. 
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Problems from the perspective of the workers: 
Based on many consultations, we know:

• Working with digital tools and media has often 
become the predominant feature of today’s 
employment: extensive use of modern information 
and communication technologies (e.g. laptops, 
smartphones, etc.) and user software, computerised, 
networked machines (e.g. production robots) and 
work equipment, application databases, mediation 
of services via online platforms (e.g. crowdworking), 
global networking and transfer of worker data to 
countries outside the eU, often with a low level of 
data protection, etc. 

• The economic opportunities offered by digitisation 
must be exploited, but – because the technical 
possibilities for monitoring at the workplace and 
the uses of worker data are becoming increasingly 
diverse – the rights of workers must also be 
protected. 

• in the context of the ongoing digitisation of the world 
of work, this task is becoming increasingly important 
and the corresponding challenges are enormous: 
iT systems are becoming increasingly diverse and 
complex. The amount of worker data generated 
and used is growing exponentially, and the technical 
possibilities for linking and analysing this data 
are becoming more and more sophisticated and 
meaningful, up to  the creation of behavioural 
predictions for workers (profiling) and the use of 
automated decision-making in the area of personnel 
management.

• The protection of workers from data processing 
that jeopardises their interests depends above all 
on co-determination rights: These can be rights to 
consent or veto for individual workers with regard 
to data processing, but above all – in light of the 
negotiation  inferiority of individual workers vis-à-vis 
the employer (see also the next points) – rights to 
consent or veto for company representatives. 

• Consent as the legal basis for the use of personal 
data does not take place between equal contractual 
partners; workers are rather presented consent to 
data processing  when signing the employment 
contract, thus undermining its voluntary nature and 
the prohibition on linking, as required by the gDPR.

• Workers in a valid employment relationship 
hardly ever claim their rights – due to the existing 
imbalance of power – i.e. they do not make use of 
the opportunity to lodge a complaint with the data 
protection authority or to take legal action. in order 
to counteract this and strengthen law enforcement, 

an explicit right of action by associations would be 
of great importance. 

• The provision of information on data processing is 
often inadequate and in language that is not easily 
understood, meaning that the information rights 
of the workers concerned are not implemented in 
practice in accordance with the gDPR.

• The consultation of the workers concerned and their 
representatives in the context of the data protection 
impact assessment is carried out only very 
inadequately, or in most cases is omitted altogether 
in known cases from consulting practice. Thus the 
right for the workers concerned and their company 
representatives to be asked about the effects on 
their freedoms and fundamental rights, which must 
be carried out in advance and is therefore essential 
– and the only one remaining in the gDPR – is 
usually ignored.

3.  Excellent suggestions for 
improvement are already on the 
table

We refer, for example, to the expert opinion 
commissioned by the Federation of german 
Consumer Organisations (evaluation of the gDPR 
from the consumer’s point of view, project group on 
constitutionally compatible technology design, University 
Professor Dr. a. Roßnagel, 26.11.2019; https://www.vzbv.
de/sites/default/files/downloads/2019/12/04/19-11-26_
gutachten_evaluation_dsgvo.pdf).

Furthermore, we propose:

• The legal basis “performance of the contract” 
(art 6(1)(b)) should be clarified. Only objectively 
absolutely necessary data may be processed on 
this basis. Vague reasons used in practice, such as 
“improving our services”, “optimising the customer 
experience”, should no longer be part of this.

• On the conditions for consent in the employment 
relationship (art 7): Due to the imbalance of power 
in the employment relationship between employer 
and worker, the latter often do not dare to refuse 
consent to data processing. The fact that in such 
cases, in light of all the circumstances, consent 
is unlikely to have been given voluntarily and 
therefore cannot constitute a valid legal basis for 
any processing operations carried out, should be 
explicitly stated in recital 43.

https://www.vzbv.de/sites/default/files/downloads/2019/12/04/19-11-26_gutachten_evaluation_dsgvo.pdf
https://www.vzbv.de/sites/default/files/downloads/2019/12/04/19-11-26_gutachten_evaluation_dsgvo.pdf
https://www.vzbv.de/sites/default/files/downloads/2019/12/04/19-11-26_gutachten_evaluation_dsgvo.pdf
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•	 All	specific	recipients of data must be identified 
in  prior information (articles 13 and 14(1)(e)). 
in justified cases (e.g. frequent changes), it is 
sufficient if the individual recipients are not 
disclosed until a request for information has 
been made (art 15(1)(c)). This is the only way for 
consumers to exercise their rights towards them. 
Currently, the person in charge in practice chooses 
him- or herself whether she or he wants to inform 
recipients or only unspecified “recipient groups”. 

• information seekers should be informed of the 
specific	data	sources (art 15(1)(g)). Currently, only 
“available” information on the origin of the data 
must be disclosed. at the moment, the responsible 
person is neither obliged to store the data origin 
for the purpose of information disclosure nor 
to subsequently collect it. With an obligation to 
document the origin of the data, the protective 
claim that the data source is not “available” would 
be in vain. 

• The degree	of	certainty	is	not sufficient	for	a	
directly	applicable	Regulation. either eU legal 
acts specify sector-specific issues and conflicts 
of interest, or the member States are also given 
national opportunities for clarification with regard 
to consumer data protection (similar to the opening 
clauses for science and the employment context). 
Consumers’ need for data protection has grown 
enormously over the course of technological 
development (internet of Things, profiling, etc.). 
The regulation regulates data protection in a 
very general and abstract way. it does not go 
into detail about the concrete threats to data 
protection-sensitive areas of the private sector. 
it is unreasonable for consumers and their need 
for legal certainty to have thousands of detailed 
questions clarified through lengthy supervisory or 
legal proceedings.

• The rules on automated	decisions	and	profiling 
(art 22) protect data subjects only in the case of 
fully automated assessments that have or may 
have significant legal consequences. The two 
conditions should be deleted. Consumers and 
workers must also be protected against “mere” 
intransparency and manipulation (for example 
in social media or in platform-based work) by 
means of prior information and information 
about the logic and scope. When automated 
processing and profiling would be necessary at all 
for the performance of the contract, it should be 
restrictively specified. The assertion that decision-
making processes are only partially automated 
and in the end only provide the basis for a human 
decision must not diminish the protection of 

those affected, either: even “merely” preparatory 
decisions and “semi-automated” evaluations must 
be included.

• Profiling, scoring and behavioural forecasting 
using algorithms,	machine	learning	and	artificial	
intelligence (art 22) can put consumer and worker 
interests at risk. Consumer and worker behaviour, 
personal characteristics and much more should 
be analysed, classified or predicted under much 
stricter conditions than at present. The two-step 
test proposed in the White Paper on artificial 
intelligence COm (2020) 65 only partially addresses 
this concern. accordingly, applications would only 
be subject to stricter requirements when the scope 
and specific application are particularly risk-prone. 
all other data processing would be subject to mere 
voluntary self-regulation. graduated obligations for 
all – even lower – risk classes are necessary. The 
reasons for valuation and types of data are to be 
regulated restrictively. it is currently not clear when 
automated decision-making is “necessary” for a 
contract at all (e.g. there are no de minimis limits), 
what types of data may be processed at most 
(e.g. no mix of personal data and purely statistical 
attributions) and what qualitative requirements are 
placed on the informative value of forecasting tools 
so that those affected are not exposed to arbitrary 
and discriminatory evaluations. 

•	 Automated	decisions in individual cases and 
profiling	in	the	employment	relationship (art 
22) are not necessary and must therefore not be 
permitted. in our experience, automated decision-
making and profiling are neither “necessary” for 
the performance of the employment contract 
(art 22(2)(a)), nor can the voluntary nature of 
the worker’s consent be assumed due to the 
prevailing imbalance of power in the employment 
relationship (art 22(2)(c)). employees fear for the 
appreciation of their human work: are workers 
still perceived as individual persons or will human 
work in the future increasingly be defined and 
evaluated as automated and (easily) automatable 
processes? From this arises the danger that 
with this translation of all areas of work into a 
“data world” in which, since faith in technology 
is increasingly given the highest priority and 
primary consideration, one also arrives at an 
absolutely technology-centred and thus inhumane 
image of humanity in the work process. The job 
performance of workers is increasingly expressed 
in figures, measured, compared, analysed, and 
as a result, decisions and forecasts are made 
automatically. The human being in the workplace 
is degraded to a mere measurable production and 
cost factor; both the immaterial value of work and 
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the dignity of the workers are lost. Protection for 
human dignity and personal rights must also be 
ensured in the performance of work. The gDPR 
must make a clear commitment to this and 
therefore prohibit both automated decisions in 
individual cases and profiling in the employment 
relationship. This must also apply to “merely” 
preparatory, “semi-automated” evaluations for 
human decisions. 

• The requirements for direct	advertising (art 7(3); 
recital 47) must take into account consumer 
demands. Consumers actually always want to be 
asked for their consent to marketing activities. 
instead of non-objectively privileging direct 
advertising by mere right of withdrawal, consumers 
should be given explicit rights to consent to 
the marketing use of their data. article 21(2), in 
conjunction with eC 47 (right to objection in the 
case of direct advertising; “direct advertising may 
constitute a legitimate interest of the payer”) must 
be restricted such that it may only be advertising 
by a provider for which the consumer is already a 
customer for its own similar products. 

• The permissible criterion “legitimate processing 
interests” (art 6(1)(f)) is not intended to be a 
carte blanche. Data users must demonstrate 
that their interests outweigh the confidentiality 
interests of consumers. The requirement that if 
the data user or a third party has a “legitimate 
interest”, the processing is lawful unless the 
consumer’s interests in confidentiality “outweigh” 
the processing, corresponds in fact to a reversal 
of the burden of proof at the expense of the 
consumer. in practice, companies rely excessively 
on this legal basis to avoid obtaining consent. 
in order to improve the situation, common 
processing practices in everyday consumer 
life should be listed, for which consent should 
always be obtained. it must be regulated how the 
predominance of the interest must be justified in a 
comprehensible manner. 
 
at present, vague terms such as “improving 
our services and customer experience, fraud 
prevention, direct marketing, abuse control and 
the transfer of data between affiliated group 
companies” dominate in practice. The inclusion 
of a catalogue of the most specific permissible 
facts that do not affect the confidentiality interests 
of the persons concerned, or affect them only 
insignificantly, should help to achieve this. also, 
in the employment relationship, the admissibility 
of “legitimate processing interests” (art 6(1)(f)) 
proves to be problematic for the above-mentioned 
reasons (de facto reversal of the burden of proof) 

and the additional imbalance of power (workers do 
not dare to object during a standing employment 
relationship). Protective measures for the benefit of 
workers must be provided urgently. 

• The purpose	limitation	(art 5(1)(b)) must no longer 
be undermined by vague principles for further 
processing of data for other purposes (art 6(4)). 
Data may only be used for clearly defined purposes 
(at the time of collection). automatic subsequent re-
use of the data for other tasks should be prohibited. 
if data is to be used for purposes other than the 
original purpose, a new consent by consumers 
should always be required. The purpose limitation 
is to be restored by deletion of re-use for other 
“compatible” purposes. a compatibility test based 
on vague criteria such as “links”, types of data, 
“reasonable” expectations, possible consequences 
and guarantees has not proved to be effective. 
Consumers have maximum legal uncertainty and 
would have to sue in each individual case in order to 
make a legally secure assessment.

• The principle of data	minimisation (art 5(1)(c)) must 
be taken into account. Otherwise we are dealing 
with dead law. “Wealth of data” is the current slogan. 
Data management is looking for more and more 
data from different sources and processing contexts 
that are correlated with each other and thus provide 
clues to connections. The requirements for the 
obligation to minimise data should be specified. it 
must be made clear that the principle cannot be 
circumvented by collecting personal data to an 
unnecessary, maximum extent only to use these 
subsequently in a pseudonymised or anonymised 
form for various purposes. Too much personal 
data is collected without any legal basis, only to be 
encrypted or anonymised for further commercial or 
scientific purposes. 

• The opening	clause	Science,	Research,	Statistics 
(art 89) is too far-reaching. Sector-specific data 
protection is needed so that trends such as big 
data applications, algorithmic decision-making, and 
artificial intelligence do not come at the expense 
of consumer privacy interests. The definition of  a 
scientific institution is actually  not determined (even 
internet giants do market research). There is no clear 
boundary for commercial activities. in order to keep 
the exemption from the gDPR for the purposes of 
science and research within reasonable limits, who 
the privileged institutions are must be defined. it 
must be certified that the research subject is in the 
public interest.  
 
Those responsible must not be released from the 
obligation to observe the rights of the persons 
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concerned. The consent of those concerned must 
always be obtained. it should only be possible to 
replace individual consents by an approval of the 
DPOs, and only if there is an outstanding public 
interest in the research subject and consent is 
difficult to obtain. in these cases, the parties 
concerned must be granted a right of objection.

• The prohibition	of	coupling	as laid down in the 
gDPR (art 7(4), recital 43 – consent without 
coercion, freedom of choice without disadvantage, 
contract performance independent of data 
processing) is to be declared uncontested. This 
is also necessary in view of the negotiations on 
the e-Privacy Regulation. For example, a Council 
document from November 2019 contains provisions 
that contradict the prohibition of coupling (“making 
access to website content provided without direct 
monetary payment dependent on the consent of 
the end-user to the storage and reading of cookies 
for additional purposes would normally not be 
considered as depriving the end-user of a genuine 
choice…“)

• The nature and scope of logging obligations (art 
32) must be regulated in more detail (not least 
in order to make data sources and algorithmic 
decisions comprehensible).

• The principles of privacy	by	design	and	by	default	
should be clarified. The requirements are too vague 
to derive the exact duties of the responsible person 
in a legally secure manner (“Taking into account the 
state of the art, implementation costs, type, scope, 
circumstances, risks...”).

• mandatory standards for reliable anonymisation 
(art 4(1), art 32) should be introduced. There is 
no current regulation as to when exactly data is 
considered to be non-traceably anonymised. many 
experts assume that particular persons can also 
be individually determined from anonymised data 
records by using advanced techniques. it must be 
defined when one can (still) speak of data without 
personal reference. 

• Risks of misuse are often realised due to too long 
storage	periods. Consumers and workers and their 
representative bodies find it difficult to enforce more 
precise and shorter retention periods, as they are 
rarely able to assess the appropriateness of the 
retention periods. The gDPR should instruct the 
Data Protection Committee to specify the maximum 
retention periods on the basis of guidelines for the 
most common processing operations.

• The priority	of	the	GDPR must be ensured. it must 
be made clear that the level of protection from the 
gDPR must not be undercut by sectoral legal acts 
containing elements of authorisation for data use. 
Otherwise, there is a risk that, in order to promote 
data economy, the regulations of the gDPR will 
be waived and data processing will be permitted 
despite non-compliance. 

4.	 	Implementation	deficiencies	
registered in the support of 
consumers and workers

• The equipment of the data protection authorities 
does not meet the need to carry out multiple 
supervisory tasks in a rapid, careful, technical and 
investigative manner. 

• The need for improvement is even evident in the 
central complaint handling: The procedures take too 
long before final decisions are made. 

• Consumers and workers experience it as a step 
backwards that prior authorisation requirements 
from previous Directive 95/46/eC have been 
abolished. The alternative requirements (pure ex-
post controls and more responsibility on the part 
of the data processors) have not proved effective 
compared with the precautionary protection of 
the previous Directive. The shift from an ex-ante 
verification obligation in sensitive cases to an ex-
post follow-up of infringements, including claims 
for damages, opens up serious gaps in protection if 
ex-post control does not function smoothly. 

• eU data protection and consumer associations have 
initiated procedures on the day of entry into force 
of the Regulation, which would have to be dealt 
with through cooperation between different DPOs. 
almost two years later they are still largely open. as 
a result, there is a lack of groundbreaking decisions 
on legal issues of central, cross-border importance. 
Without rapid, well-founded decision-making 
practice, the standards of the gDPR, which require 
interpretation, cannot be applied with legal certainty. 

• The idea of uniform application of the gDPR 
throughout europe is only as good as its 
implementation in practice. an example of this is 
an unresolved cardinal question: whether and when 
there is a prohibition of coupling , i.e. service access 
for internet users must not depend on acceptance 
of the processing of data to the extent necessary 
for the fulfilment of the service. Whether and to 

http://data.consilium.europa.eu/doc/document/ST-13808-2019-INIT/EN/pdf
http://data.consilium.europa.eu/doc/document/ST-13808-2019-INIT/EN/pdf
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what extent millions of usage transactions on major 
internet platforms are illegal, and which alternative 
forms of compensation are permissible, cannot yet 
be answered reliably. 

• The number of national decisions, which – as 
thus far known – could not be more inconsistent, 
is growing. There is no eU-wide platform for 
the inspection of national judgements and 
administrative decisions. This means that the 
overview and comparability of decisions are subject 
to narrow limits. 

• infringements of the law are not prosecuted 
because consumers do not painstakingly compile 
facts that are difficult to understand in order to 
pursue their rights. in the most common risk areas 
of the data economy (internet platforms, scoring 
service providers, etc.), they expect preventive 
supervisory measures by state authorities according 
to the principle of care. 

• They do not want to enforce their rights alone 
if they become aware of infringements with 
possible consequences for damages. However, 
collective redress actions by consumer protection 
organisations are only possible in member States 
that have transposed this optional possibility 
into national law. Claims for damages are not 
enforceable at all in this collective way.  

• in its deliberations, aK repeatedly learns of – 
sometimes massive – violations of data protection 
by employers. employees are afraid for their job or 
of being disadvantaged if they take action against 
it. The power to sue would give institutions involved 
in the enforcement of data protection, consumer 
or workers’ rights the opportunity to defend the 
data protection interests of data subjects without 
the need for a formal administrative or judicial 
complaint. Rights of action for associations, 
including for inter-company (statutory and voluntary) 
interest groups, are important in order to fairly 
address the existing imbalance of power in the 
employment relationship without risk to the workers 
concerned.

5.  We propose

•	 DPO prior checking obligation for applications 
subject to impact assessment under the gDPR. 
Consumers and workers expect preventive 
protection. They want to take precautions instead 
of being left behind and merely claiming damages. 
in order to meet the clear call from experts for a 
prior check of the “fairness” of algorithms, official 
inspection obligations in the run-up to risky 
applications will be required in the future in any 
case. What is strictly necessary for automated 
individual decisions in the future should apply 
to all data processing operations that require 
an impact assessment. in this way, violations of 
fundamental rights can be prevented even before 
they cause great damage. 

•	 Introduction	of	a	mandatory	right	of	action	by	
associations (in Art 80(2)) instead of a mere 
option for the member States. it should be 
possible to use the redress mechanism to claim 
damages.

 
•	 Improve	cooperation	between	DPOs with a view 

to reaching rapid and informed decisions on 
cases of significant importance to consumers. 
The procedures of the appeal bodies must also be 
included in the improvement measures.

•	 Rapid	publication of all decisions taken in 
cooperation between several DPOs and access 
to national decisions via an eU Legal information 
System.

6.  Data protection will become even 
more important in the future, 
because

Business	models	that	preserve	the	anonymity	
of	online	users	are	missing. Traditional business 
models in which consumers pay for a service 
are being replaced by those in which consumers 
themselves become the product through their 
behavioural data. Business that was previously 
conducted anonymously is being lost through 
digitisation. Frank Schirrmacher, former co-editor of 
the FaZ newspaper, aptly put it this way: “Consumer 
protection in the information economy is becoming 
a politically highly important task. it must develop 
into an instrument for securing freedom. The 
consumer in the digital age not only buys a product, 



Evaluation of the General Data Protection Regulation (GDPR) 10

he becomes a product himself. He gets read when he 
buys. He gets read when he moves. He is read when 
he reads, when he pays, even when he thinks.”

With	the	Internet	of	Things,	the	principle	of	data	
minimisation	is	reversed.	a BaK study from 2014 
(https://www.arbeiterkammer.at/infopool/wien/
Digitale_Ueberwachung_im_alltag.pdf) already drew 
attention to this consequence: e-book readers and 
networked TV sets send data on user behaviour 
to companies, fitness wristbands measure the 
pulse and supply health data to third parties, 
remote controls in the smart home preheat the 
oven and monitoring boxes in the car transmit 
driving behaviour to insurance companies, all of 
which makes the amount of premium payments 
dependent on the measured data. items integrated 
into the internet allow companies to take an even 
deeper look into our lives, including the creation 
of personality profiles or predictions about future 
behaviour. monitoring risks and unresolved legal 
issues are openly discussed at the table: When do 
the operating data of networked devices no longer 
have any personal reference and who actually 
“owns” them? How will consumers be protected 
from unlawful access and from further processing 
for other purposes that they do not support (public 
security, science)? How will consumers’ right to 
self-determination with regard to being allowed 
to be “offline” in everyday business without any 
disadvantage be protected? For example, a BaK 
study (https://www.arbeiterkammer.at/infopool/
wien/Privatsphaere_in_Online-Spielen.pdf) that 
popular digital games only work with an online 
connection. This is even the case when consumers 
play alone and an internet connection is not 
functionally necessary. This contradicts the principle 
of data minimisation. Without a corresponding 
prohibition norm, users of smart devices will in the 
future often be forced to watch their data being 
tapped relatively powerlessly. 

There is an extraordinary potential risk of invasion 
of privacy if consumers are also	workers for 
companies that use their personal data for both 
work-related and private purposes (e.g. workers in 
hospitals or private insurance companies, if apps 
installed at the workplace track privacy to “reduce 
the ecological footprint”, if company cars are tracked 
privately, etc). in all these cases, there is a double 
concern, which is reinforced by the imbalance of 
power in the employment relationship.

Genuine	sectoral	data	protection	is	missing:	
The european consumer association BeUC, for 
example, believes that there is too little industry- and 

technology-specific data protection and has already 
submitted detailed claim documents to the eU 
Commission in 2017/2018:

• ePrivacy Regulation – improvements 
needed (https://www.beuc.eu/publications/
beuc-x-2019-071_letter_to_deputy_pr_
ambassador_-_minna_kivimaki_finland_-_eprivacy_
regulation.pdf)

• Protecting european Consumers with Connected 
and automated Cars (https://www.beuc.eu/
publications/beuc-x-2017-138_dve_beuc_
connected_autonomous_cars.pdf)

• Cybersecurity for connected products (https://
www.beuc.eu/publications/beuc-x-2018-017_
cybersecurity_for_connected_products.pdf)

• Securing Consumer Trust in the internet of Things 
– Principles and Recommendations (https://www.
consumersinternational.org/media/154809/iot-
principles_v2.pdf)

• automated Decision making and artificial 
intelligence – a Consumer Perspective (https://
www.beuc.eu/publications/beuc-x-2018-058_
automated_decision_making_and_artificial_
intelligence.pdf).

The	e-Privacy	Regulation’s	uncertain	future: The 
gDPR is only of longer-term importance if sector-
specific legal acts do not undermine its scope of 
application and if priority is not given to permissible 
data use. We see this danger all too clearly in the 
e-Privacy Regulation, which should have come into 
force at the same time as the gDPR. it (and to a 
much lesser extent, the gDPR) will decide whether 
internet users enjoy the best possible data and privacy 
protection. Based on the current state of negotiations, 
it is to be expected that the future standard – 
according to the Council and the data economy – will 
be shamefully low compared to the level of protection 
provided by the current e-Privacy Directive. Some 
projects are in clear conflict with the gDPR.

Thus, the Council document of November 2019 
proposed the following with regard to “Cookie-
Walls”: “making access to website content provided 
without direct monetary payment dependent on the 
consent of the end-user to the storage and reading of 
cookies for additional purposes would normally not 
be considered as depriving the end-user of a genuine 
choice if the end-user is able to choose between 
services, on the basis of clear, precise and user-
friendly information about the purposes of cookies 

https://www.arbeiterkammer.at/infopool/wien/Digitale_Ueberwachung_im_Alltag.pdf
https://www.arbeiterkammer.at/infopool/wien/Digitale_Ueberwachung_im_Alltag.pdf
https://www.arbeiterkammer.at/infopool/wien/Privatsphaere_in_Online-Spielen.pdf
https://www.arbeiterkammer.at/infopool/wien/Privatsphaere_in_Online-Spielen.pdf
https://www.beuc.eu/publications/beuc-x-2019-071_letter_to_deputy_pr_ambassador_-_minna_kivimaki_finland_-_eprivacy_regulation.pdf
https://www.beuc.eu/publications/beuc-x-2019-071_letter_to_deputy_pr_ambassador_-_minna_kivimaki_finland_-_eprivacy_regulation.pdf
https://www.beuc.eu/publications/beuc-x-2019-071_letter_to_deputy_pr_ambassador_-_minna_kivimaki_finland_-_eprivacy_regulation.pdf
https://www.beuc.eu/publications/beuc-x-2019-071_letter_to_deputy_pr_ambassador_-_minna_kivimaki_finland_-_eprivacy_regulation.pdf
https://www.beuc.eu/publications/beuc-x-2017-138_dve_beuc_connected_autonomous_cars.pdf
https://www.beuc.eu/publications/beuc-x-2017-138_dve_beuc_connected_autonomous_cars.pdf
https://www.beuc.eu/publications/beuc-x-2017-138_dve_beuc_connected_autonomous_cars.pdf
https://www.beuc.eu/publications/beuc-x-2018-017_cybersecurity_for_connected_products.pdf
https://www.beuc.eu/publications/beuc-x-2018-017_cybersecurity_for_connected_products.pdf
https://www.beuc.eu/publications/beuc-x-2018-017_cybersecurity_for_connected_products.pdf
https://www.consumersinternational.org/media/154809/iot-principles_v2.pdf
https://www.consumersinternational.org/media/154809/iot-principles_v2.pdf
https://www.consumersinternational.org/media/154809/iot-principles_v2.pdf
https://www.beuc.eu/publications/beuc-x-2018-058_automated_decision_making_and_artificial_intelligence.pdf
https://www.beuc.eu/publications/beuc-x-2018-058_automated_decision_making_and_artificial_intelligence.pdf
https://www.beuc.eu/publications/beuc-x-2018-058_automated_decision_making_and_artificial_intelligence.pdf
https://www.beuc.eu/publications/beuc-x-2018-058_automated_decision_making_and_artificial_intelligence.pdf
http://data.consilium.europa.eu/doc/document/ST-13808-2019-INIT/EN/pdf


Evaluation of the General Data Protection Regulation (GDPR) 11

and similar techniques.“ The gDPR, on the other 
hand, contains standards which can probably only be 
meaningfully interpreted as a prohibition of coupling:

• article 7(4): When assessing whether consent 
is voluntary, the circumstances must be taken 
into account to the greatest possible extent 
including whether, among other things, the 
fulfilment of a contract is dependent on consent 
to data processing, which is not necessary for the 
fulfilment of the contract.

• Recital 42: “They should only be presumed to 
have given their consent voluntarily if they have 
a genuine or free choice and are therefore able 
to refuse or withdraw consent without suffering 
disadvantages”.

• Recital 43: “Consent shall not be deemed to be 
given voluntarily where the performance of a 
contract, including the provision of a service, is 
dependent on consent, though not necessary for 
the performance of the contract”.

There is a risk that the scope of the gDPR will be 
undermined by sectoral eU legislation designed to 
pave the way for the data economy. The aim is to 
promote growth and innovation rather than to protect 
fundamental rights. in the interest of a flourishing data 
economy, it is expected that there will be cases of 
permissions granted that do not meet consumer wishes 
(less data, consent always assumed). 

Contradiction	between	data	minimisation	and	data	
economy	not	resolved: The developments described 
so far contradict the desire of consumers cited at the 
beginning of this paper for a reduction in uncontrolled 
circulating data volumes and an unconditional 
respect for their consent rights. By its very nature, 
data-driven business is under permanent pressure to 
grow. it presupposes that data suppliers, data brokers, 
data analysts, technical service providers, and even 
customers in the data markets, have access to an 
increasing amount of data. Data business and data 
science require the presence of “Big Data”, preferably 
in the form of mass data, which is generated in real 
time from a wide variety of sources. So the hopes that 
precede the internet of Things do not rest on the sale of 
smart devices. The prospect of additional data access 
in the most personal environment of consumers is more 
promising. With the help of algorithm or ai technologies, 
data sets are linked and analysed in order to gain new 
knowledge and exploit it commercially. 

Principles	such	as	confidentiality,	data	minimisation	
and	purpose	limitation	are	eroded	due	to	exceptions	
and	scope	for	interpretation: Business and research 

logically demand: significantly more data is needed for 
training ai, but also to make (semi-) autonomous driving 
as safe as possible or to control urban infrastructure 
in the context of “smart cities”. Public authorities and 
policy-makers are not lagging behind the growing 
demand for data: collecting more data or gaining access 
to it is synonymous with better fulfilment of public tasks, 
whether in the field of public security, education, health 
or transport. Credit institutions lost their monopoly on 
account data in 2018 in accordance with the Revised 
Payment Services Directive (PSD2): alternative payment 
services also get (with the consent of the consumers) 
access. 

Competition policy is considering breaking the 
concentrated market power of internet groups by 
making data portability more difficult for consumers or 
by making access to the mountains of data mandatory 
for competitors. The consequence could be that more 
companies have access to consumers’ data and that 
they take advantage of the excessive data exploitation 
practices of the large internet groups (media, advertising 
networks, sharing platforms, and trading portals). 

“Payment	with	data” instead of with money was 
legitimised at the latest with recognition in various 
eU legal acts (e.g. Digital Content Directive, Omnibus 
Directive). This legal development, which is primarily 
aimed at consumer protection, is a paradigm shift for 
the protection of fundamental rights: The protection 
of personal data, as a right to informational self-
determination, is part of the right to privacy enshrined 
in article 8 of the eU Charter of Fundamental Rights. 
Seeing data as a means of payment has led some legal 
experts to assume that the fundamental right can also 
be sold under the law of obligations. Others see this as 
a violation of the essence of the fundamental right. The 
true cost of paying with data only becomes apparent 
much later: when behaviour, opinions or decisions are 
manipulated by behavioural targeting. in this respect, 
“payment with data” must be subject to a double 
reservation: That of the fundamental right, which the 
individual cannot completely give up with his or her 
willingness to pay. and a legal duty of care, insofar as 
the individual cannot assess the consequences of the 
processing and recipients of his or her data.

The	recent	decisions	of	the	ECJ have formally 
strengthened the right of consumers to self-
determination (“Planet 49” c-673/17, “Fashion-iD” 
c-40/17, “Facebook Fanpage” c-210/16 etc). However, 
these decisions have not significantly contributed to a 
real improvement in consumers’ awareness of the nature 
and extent of processing operations on the internet, to a 
greater number of requests for consent, or to a reduction 
in the amount of data processed. in brief: The gDPR has 
had only a minor impact on everyday consumer life. 
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